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Abstract. We present a new variant of the memoryless Delfs-Galbraith
algorithm for finding an isogeny path from any given supersingular ellip-
tic curve to a curve with known endomorphism ring. Through existing
polynomial-time reductions, our algorithm allows one to solve the super-
singular endomorphism-ring problem which lies at the heart of isogeny-
based cryptography. For arbitrary characteristics p our algorithm asymp-
totically outperforms the previous best Delfs-Galbraith variant by a log-
arithmic factor; and matches the best previous asymptotic for character-
istics with favourable structure. In addition to the asymptotic analysis,
we also calculate a concrete cost estimate for our algorithm in terms
of finite-field operations, which indicates that our expected cost is lower
than all previous Delfs-Galbraith variants, even concretely. By substitut-
ing bit-operation counts for the cost of arithmetic, we can deduce con-
crete bit-security estimates for isogeny-based cryptographic primitives,
including (but not limited to) SQIsign. As part of the calculation of the
expected cost, we also provide a novel analysis of the probability of en-
countering “distinguished” subgraphs in an expander graph when relying
various modes of graph exploration, whose potentially counterintuitive
behaviour had apparently remained unnoticed thus far. Finally, we pro-
vide a complete implementation of our algorithm(s), with the asymptotic
bottleneck being attacked on GPUs, and the easier post-processing done
on CPU using C++ as well as SageMath. Preliminary experimental re-
sults suggest that we can solve 100-bit instances of the problem within
less than 100 GPU hours. For comparison, the current cryptanalytic
record for ECDLP (which has a comparable classical attack complexity)
stands at 114 bits, achieved using significantly more hardware and time.
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1 Introduction

The core hardness assumptions employed in isogeny-based cryptography are vari-
ants of isogeny problems, which ask to find one or more nontrivial isogenies be-
tween two given (supersingular) elliptic curves. As the isogeny-based signature
scheme SQIsign [1] is currently considered for standardization in the context of
the NIST call for post-quantum digital signatures [26], a good understanding
of the concrete hardness of the isogeny problem that underpins the security of
SQIsign is of crucial importance for assessing the scheme’s precise security level.

“The” supersingular isogeny problem (SSIP) can be formulated as any one of
several polynomial-time equivalent problems, including [IsogenyPath]| the com-
putation of an isogeny path £ — E’ between two given curves F, E’, [EndRing]
the computation of “enough” nontrivial endomorphisms of a given curve E, or
[MaxOrder] the computation of the abstract ring structure of the endomorphism
ring End(E) of a given curve E (see Section 2.2). Solving any of these problems
is sufficient (and often necessary) to break many isogeny-based cryptosystems,
including SQIsign.

Asymptotic hardness. The current state-of-the-art algorithms [10,9] to attack
these problems are based on work by Delfs and Galbraith [15]. They aim at
finding a smooth-degree isogeny path from the target curve E to a “special” su-
persingular elliptic curve E defined over F,, whose endomorphism ring is known
by construction, which then facilitates transporting the endomorphism knowl-
edge from Ej to E via the isogeny in polynomial time. One interpretation of
the procedure underlying all variants of this approach is that they search for a
large “distinguished subgraph” of the isogeny graph over F,» which can easily be
recognized once encountered; the problem of finding an isogeny to Ej is thereby
reduced to that smaller subgraph.

Concretely, given a supersingular elliptic curve E defined over [F)2, the algo-
rithm of [15] constructs an isogeny F — Ej in two separate phases:

(i) “Find subgraph” phase: Find an F2-isogeny £ — E’ whose codomain E’ is
defined over F,, by randomly walking in the supersingular f-isogeny graph
for a fixed small ¢. This phase takes expected time 5(\/]3) assuming the
Generalized Riemann hypothesis (GRH).

(ii) Vectorization phase: Find an F,-isogeny E' — Ey. This is an isogeny path
problem in an isogeny graph that is isomorphic to the Cayley graph of an
imaginary-quadratic class group with discriminant in O(p), which can be
done in time 6(\7@ using meet-in-the-middle-style techniques and is thus
asymptotically negligible.

Characteristic-independent concrete improvements. SuperSolver [10], introduced
the technique of neighbourhood inspection, to improve on the Delfs-Galbraith
algorithm by expanding the distinguished set to include not only the [Fj-curves,
but also curves that are ¢'-neighbours of an F,-curve, for some set of freely
chosen ¢'. Testing for membership in this distinguished subgraph is more costly,
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but compensates this by having increased success probability: As long as the
primes ¢’ are small enough, the tradeoff is favourable and reduces the overall
concrete, complexity of the method.

Characteristic-dependent concrete improvements. SuperSearcher [9] improves on
SuperSolver for the specific shape of field characteristics that is often used in
recent isogeny-based protocols (namely, primes p for which p+ 1 or p — 1 has a
large smooth factor; in particular this includes HD-friendly primes of the form
p = f-2¢—1 with small f). First, this algorithm manages to restrict to just ring
operations® in all subroutines. Second, there is a key difference in the mode of
exploration of the supersingular isogeny graph: Instead of performing random
non-backtracking walks in the graph using modular polynomials, SuperSearcher
explores a tree rooted at a given curve making use of rational torsion to compute
isogenies; as a result, exploration is especially cheap for field characteristics of the
above shape, resulting in both a concrete as well as an asymptotic improvement
by reducing the complexity of the search step to O(p/h(p)) operations in F,.5

Contributions.

— We propose a new memoryless technique to explore isogeny graphs using
(m, n)-isogeny ladders [4] (see Figure 1), and show how this yields a variant
HyperSolver of the Delfs—Galbraith [15] algorithm to solve the SSIP with an
expected complexity of ©(p/h(p)) ring operations in F,. This constitutes a
O(log(p))-factor improvement on Delfs—Galbraith and matches the complex-
ity achieved by SuperSearcher [9], without imposing any restrictions on the
base-field characteristic.

— Isogeny ladders require a constant number x of ring operations per node
visited; we further reduce the expected runtime of HyperSolver using the ¢-
neighbourhood inspection techniques of [10, § 5] and the Z[\/—dp]-orientability
checks of [8, §6.4]. However, & is so small that these tools are only effective
for £ =2,3,4,d = 2, 3,6, universally for all primes p. Consequently, we ob-
tain a conceptually straightforward algorithm that is easy to implement for
all sizes and shapes of field characteristic p.

— We provide detailed analysis of how the non-independence of neighbouring
curves affects the runtime of the searching phase of all Delfs—Galbraith vari-
ants; by doing so, we fill a gap in the literature on the concrete cost of the
supersingular isogeny problem. For example, we note that the naive assump-
tion that all the visited curves are independently random underestimates the
expected runtime by a constant factor 3 when p =3 (mod 4).

— We provide a state-of-the-art GPU-accelerated implementation of the sub-
graph search phase of our generalised Delfs—Galbraith variant, HyperSolver,

4 Addition, subtraction or multiplication; importantly, not inversions or (square) roots.

® The expected complexity of the Delfs—Galbraith algorithm is 5(p1/ %) field oper-
ations: the O and the use of inversions and square roots hides extra polynomial
factors in log(p).
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for solving the endomorphism ring problem in arbitrary characteristic which
is capable of solving 100-bit instances within ~ 100 GPU hours (Nvidia L40S).
Moreover, we provide a CPU-only version.

— To supplement this, we provide a C++ implementation of vectorization (with
minor novel optimizations, for concrete gains at small-ish discriminants) and
a SageMath library to transform solutions of the isogeny problem into solu-
tions of the endomorphism ring problem. Together, this software delivers the
first all-encompassing implementation of both an IsogenyPath and EndRing
solver.

— We give precise estimates for the expected cost of key recovery for SQIsign [1].
Our analysis and experiments suggest a cost of ~ 3.67 - p'/2 M, = 212704\,
for the SQIsign level-1 parameters.

Remark 1.1 (Concurrent work). While preparing this article, we were made
aware of concurrent work [11] on the concrete hardness of the isogeny problem.

Their work generalizes the Delfs—-Galbraith algorithm in a different direction,
by exploring the supersingular graph via a depth-first search on 2-isogeny trees,
and carefully studies the new framework; they introduce a cost model that cap-
tures how non-independence of neighbouring nodes in a tree affects the expected
runtime of the search. This complements our analysis in Section 3.5, where we
apply similar ideas to the exploration of linear walks and (2,3)-isogeny ladders.

Moreover, their work features novel techniques to efficiently detect orientabil-
ity of the visited nodes, and adapts the vectorization phase accordingly. We
expect these techniques, orthogonal to the improvements of our paper, to be
compatible with our algorithms. The possibility of combining the techniques of
the two works for further improvements is an avenue for future work.

Remark 1.2 (New pl/3+e() attack). Very recently, Wesolowski [36] proposed
a new powerful heuristic algorithm for the EndRing problem, with time and
memory complexity p!/3t°(). Asymptotically, this significantly improves upon
the previous complexity O(p'/?), which had been widely believed to be optimal.

However, the concrete performance of the new method and its impact on the
security analysis of isogeny-based schemes (e.g., SQIsign) is yet to be established.
If one assumes a random access inside memory of size m to cost time O(m'/2),
then Wesolowski’s attack (in its current form) costs time p'/2+°(1) and memory
p'/3+°() which is presumably worse than Delfs—Galbraith-style attacks (which
cost O(p'/2) time and (logp)°™®) memory). This model of memory-access costs
matches the area-time metric [33] and closely reflects the cost on current real-
world hardware design. As such, it is much more realistic than the RAM model,
which assumes memory-access cost O(1) regardless of size, despite the latter
commonly being considered in cryptanalysis as well.

We conclude that the traditional attack considered in this work remains
relevant due to its low memory footprint and high concrete performance, and
improving our understanding of it would also help to quantify the advantage
of Wesolowski’s method. Finally, we remark that many of our techniques (in
particular, the use of ladders for exploring isogeny graphs) are independently
useful tools and can potentially also be used to optimize the new attack.
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2 Preliminaries

2.1 Supersingular isogeny graphs

Let p > 5 be a prime. For ¢ € {p,p?}, let S, C F, denote the set of super-
singular j-invariants in Fy. We have #S,2 = |p/12] + ¢ with 6 € {0,1,2} and
#S, = A+ h(—4p), where the factor A equals 1/2 if p =1 (mod 4), equals 1 if
p =7 (mod 8), and equals 2/3 if p =3 (mod 8). Assuming GRH, the class num-
ber can be bounded by h(—4p) € £2(,/p/loglog(p)) N O(/p - loglog(p)); see [22].

For another prime ¢ # p, we let G¢(IF,2) be the supersingular {-isogeny graph,
whose vertex set is Sp2 and whose edges are ¢-isogenies between the associated
elliptic curves up to post-composition with automorphisms. We also let G,(IF,)
denote the subgraph of G;(IF,2) induced on the vertex set S,,.

Following [27,3], for an imaginary-quadratic field K, the K-oriented isogeny
graph G ¢ has as vertices the pairs (E, ) of supersingular elliptic curves E/F,
with a K -orientation, i.e. a ring embedding ¢: K < End°(F) = End(F) ® Q,
up to K-oriented isomorphism, and as edges the K-oriented ¢-isogenies, again
up to K-oriented post-automorphisms.® We say that an order O in K is at
£-depth v >0 if its conductor is of the form ¢ - m with ¢ 4 m, and ¢-mazimal
if v =0. The same terminology applies to K-oriented curves (F,¢) by considering
the order O = ~}(End(E)). For a K-oriented f-isogeny ¢: (E,1) — (E',!)
write O = (~}(End(E)) and O’ = /~(End(E")); then ¢ is called horizontal if
O' =0, ascending if O’ 20, and descending if O’ C O. The oriented isogeny
graph Gk ¢ is an infinite graph whose connected component are volcanoes:” The
induced subgraph of the depth-0 nodes is called surface; it is either an isolated
node, a pair of nodes connected by one horizontal isogeny, or a cycle of length
>3 connected by horizontal ¢-isogenies. Every surface node having § horizontal
isogenies has £ + 1 — § descending isogenies; a complete f-ary tree of descending
{-isogenies is attached to each of these £+ 1 — ¢ children. We write Gp ¢ for the
subgraph of Gk, induced by all O-oriented curves, that is, nodes at depths 0
to v. The depth-v part of Go ¢ is referred to as its floor.

The graph Gk ¢ folds onto the supersingular isogeny graph G,: Every node
(E,t) in G ¢ gets mapped to the node j(E) in G,, and every edge (E,¢) — (E', )
in G ¢ implies the existence of an edge j(E) — j(E’) in Go. While this mapping
is far from injective (it reduces an infinite graph to a finite one!), it preserves

5 An isogeny ¢: (E,t) — (E’,./) between K-oriented curves is called K-oriented if
potla) =1 (a)op holds in Hom(E, E') ® Q for all @ € K.

7 Strictly speaking, the shape of the graph around the nodes j = 1728 and j = 0 differs
from this description due to their extra automorphisms. We will generally ignore this
detail since it is a purely local phenomenon which thus does not impact any of our
results, and discussing this issue at length would distract from the bigger picture.
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adjacency, and thus the image of Gp ¢ inside G, has a special shape stemming
from the volcano structure of G ¢: Multiple nodes on the surface may collapse
into one, but (up to a fairly large depth: almost everywhere) the trees growing
from each surface node remain tree-shaped. The “depth” concept also carries
over from Gg ¢ to Gg: The ¢-depth (with respect to K) of a node j € Gy is the
minimal v > 0 such that there exists some (E, ) € Gk ¢ at depth v with j(E) = j.

In the Frobenius-oriented case, i.e. K = Q(,/—p), the nodes defined over
F, are those that admit a (not necessarily primitive) orientation by Z[/—p].
In the case ¢ = 2, for p = 3 (mod 4) the maximal order is Z[(1+ /—p)/2],
while Z[,/=p] lies at 2-depth 1; for p = 1 (mod 4) the order Z[,/=p] is already

maximal.

2.2 Equivalent isogeny problems

The hardness assumption underlying many constructions in isogeny-based cryp-
tography, including SQIsign, is one of the following equivalent [35] problems.

Problem 2.1 (IsogenyPath). Given two supersingular elliptic curves E, E'/F 2,
produce an isogeny chain E — E’ whose steps have degrees in polylog(p).

Problem 2.2 (EndRing). Given a supersingular elliptic curve E/F,2, produce
four endomorphisms a7, ..., a4 of F in efficient representation such that
EHd(E) = ZOZl &P ZOéQ &b ZOtg ) ZOL4.

Problem 2.8 (MaxOrder). Given a supersingular elliptic curve E/F,2, produce
four elements a1, ..., a4 of the quaternion algebra B o, such that
End(F) & Zay ® Zas ® Zaz ® Zay.

We say that a curve E has known endomorphism ring if a MaxQOrder solution,
or (equivalently) an EndRing solution, are available for E.

Problem 2.4 (PathToOrientableCurve). Given a supersingular elliptic curve E
defined over [F,2, produce an chain £ — --- — E’ whose steps have degrees in
polylog(p), such that E’ has a nonscalar endomorphism of degree ¢ or ¢p with

¢ < p/4 lying in polylog(p).

2.3 Vectorization

Vectorization is the group action inverse problem (GAIP) specialized to the CM
action of the class group cl(O) of an imaginary-quadratic order O on a set of
(primitively) O-oriented elliptic curves [27,34]. The problem asks, on input two
primitively O-oriented curves E, E’, to find an (invertible) ideal a C O such that
[a] * E = E’. In the context of the isogeny path problem, vectorization occurs
as the second phase of Delfs—Galbraith-style algorithms for the problem, which
originally considered the case of a Frobenius orientation, hence O C Q(,/=p). In
this context, by construction, the conductor of O is smooth, hence it is always
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beneficial to first “walk up” all of the available ¢-volcanoes [32] in order to reduce
to vectorization for a smaller class group, i.e. we can restrict our attention to
the case of O being a maximal order. Whilst the action of every ideal a may be
evaluated in polynomial time with the Clapoti algorithm [29], we require a slightly
stronger version of the problem to reduce EndRing to IsogenyPath followed by
vectorization.

Problem 2.5 (OrientedlsogenyPath). Given primitively O-oriented supersingular
elliptic curves E, E' over F2, produce an isogeny chain E — --- — E’ whose
steps are horizontal O-oriented isogenies of degrees in polylog(p).

The state-of-the-art algorithm for vectorization is a low-memory approach
due to Galbraith and Stolbunov [18], improving ideas of [17]. The idea is to
compute random oriented walks from each of the two curves E, E’, recording all
distinguished curves on the way (not only the endpoints of the walks). Once a
collision occurs that is reached both from F and E’, the isogeny path can be
reconstructed. The resulting path length depends on the density of distinguished
points, and thus is in a trade-off with required memory.

A crucial optimization that ideals a C O are (pseudorandomly) selected
at every step of the walk with probability inversely proportional to their cost,
ensuring that the average step cost is close to the cheapest available ideal action.

To avoid undoing previously computed steps (e.g. computing [a] and then
later [a]~!), this method necessitates the use of ElkiesWalk [12] instead of a
basic walk using modular polynomials, which induces a noticeable overhead.

In Section 4, we propose a new optimized meet-in-the-middle approach to
the problem, which eliminates this overhead at the cost of using more memory.
Whilst memory asymptotically becomes a bottleneck, our approach provides
comfortable performance for our parameters. We note that applying meet-in-the-
middle approach for vectorization was suggested by the designers of CSIDH 7],
however no optimizations were developed. We provide a summary in Table 1.

Algorithm Ref. Memory Step Path length

] Low Full action Short
] Low ElkiesStep [12] Medium
~ Prime action
|/Sec.4 O(¥/p) (via roots of @) Short
Table 1: Algorithms for the F,-isogeny path problem. Each algorithm re-

quires on average O(h(p)'/?) steps of different kinds.

Full-action collision

[17
Single-action collision [18
[7

Meet-in-the-middle

2.4 (Generalised) Delfs—Galbraith and neighbourhood inspection

The original formulation of the Delfs—Galbraith [15, § 3] algorithm to solve the
supersingular isogeny problem uses root-finding of modular polynomials to walk
through the f-isogeny graph until an F,-curve is found.
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Chenu—Smith [8, § 6.4] proposed a generalisation of this, in which one searches
for Z[/—dp]-oriented curves, not just F,-curves (i.e. Z[\/—p]-oriented). Such
curves F can be detected by testing whether @4(j(E), j(E)P) = 0. The efficacy
of this test depends on the relative cost of evaluating @4 and the size of Z[v/—dp],
and is generally only favourable for small d (if at all).

SuperSolver [10] developed the (orthogonal) technique of neighbourhood in-
spection to amortise the cost of rootfinding at every step. Their core observa-
tion was that it is possible to detect whether the polynomial f = &,(X, j(E))
had roots in F,, (and therefore E ¢-neighbours over F,) without computing the
roots; namely by determining the degree of ged(im(f),re(f)), an algorithm we
call RootInFp.

2.5 Graphics Processing Units

GPUs are coprocessors that are optimized for highly parallel, repetitive work-
loads. They comprise large arrays of vector processors that individually are less
performant than a higher-end CPU core, but ultimately attain higher throughput
across the whole GPU due to the sheer number of cores (e.g. 2'4 on Nvidia L40S
compared to 27 on AMD EPYC 9754), whilst consuming comparable amounts of
energy. Vector processors operate in the single instruction, multiple data (SIMD)
paradigm in which many cores will perform the same operation (e.g. addition)
on an array of data simultaneously. As such, they perform best when data-
dependent branching is avoided, since both branches need to be executed se-
quentially in general (similar to “constant-time” cryptographic code).

Another limitation of GPUs is that typically, the amount of fast memory
(e.g. registers, cache) available per processing core is very small compared to
contemporary CPUs, hence minimizing both the amount of required memory
interactions, as well as the amount of unpredictable memory loads in particular,
is a key concern when optimizing code for GPUs.

Due to this simpler hardware architecture, algorithms for GPUs tend to be
closer to their counterparts for bare-metal implementations than algorithms for
CPUs; as such, our implementation effort for GPUs represents a step towards
a true hardware implementation of the cryptanalytic tools employed to attack
isogeny-based cryptography. For more details on the specifics of (our) CUDA-
enabled GPUs, see Section 5.

2.6 Notation

We denote addition, squaring and inversion by a, M, S, |, indexed by p or p? when
inside F), or Fj2, e.g. M» indicates multiplication in F ..

3 Fast exploration of isogeny graphs

In this section, we describe our variant of the (generalised) Delfs—Galbraith algo-
rithm, HyperSolver, that employs isogeny ladders to explore the isogeny graph in
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a constant number of ring operations per curve (yielding a log-factor asymptotic
improvement in general characteristic), and further improves on this in terms of
concrete complexity by using neighbourhood inspection and orientability detec-
tion techniques of [10,15]. The main outcome of this section will be an optimized
algorithm to solve Problem 2.4.

We recall that the general two-stage strategy of the (generalised) Delfs—
Galbraith algorithm: (1) the find subgraph stage, in which we search for isogenies
between conjugate curves; and (2) the vectorization phase in which we solve the
isogeny path problem inside the oriented subgraph.

3.1 Asymptotic improvement: Revisiting isogeny ladders

In this subsection, we give an overview on how isogeny ladders can be imple-
mented to walk through the isogeny graph in a constant number of ring opera-
tions per visited curve.

Isogeny pushouts. The core subroutine used to construct an isogeny ladder is
a pushout: any pair of isogenies £ — F,, and E — F,, of coprime degrees m,n
gives rise to a commuting square

EFE—" +FE,

E, —— Enm

In other words, given FE, E,, E,,, there exists a curve FE,,, which is simultane-
ously m-isogenous to FE,, and n-isogenous to E,,; its j-invariant j(E,,,) can be
computed as a root of g = ged(P,, (X, 5(En)), Pn (X, 5(Em)))-

Notably, by Lemma A.1, this (monic) ged ¢ has degree 1 with overwhelming
probability when F is a uniformly random supersingular curve and n,m € o(p).®
This will be exactly our setting, and so j(E,.,) can be directly read off the ged
g = X — j(Enm) with overwhelming probability.

Remark 3.1. We note that if deg(g) > 2, we have found a curve with a non-trivial
endomorphism of degree n?m?, and so can proceed with vectorization [24]. To
simplify exposition, we will assume that all such ged(P2(X, jn), P3(X, jm)) have
exactly one root in what follows. Our implementation, however, handles these
cases.

Isogeny ladders. Given a chain of successively m-isogenous j-invariants 7, J¢,
..., J{ and n-isogenous j-invariants J, J2, . . ., J,f, we can inductively push out
squares along the diagonal J¢ to obtain an isogeny ladder from [4, Sec. 4.2], as
illustrated by Figure 1.

8 Intuitively, this is because if the degree is > 1, then E,, has an non-integer endo-
morphism of degree n?m?, which is rare when n, m are small.
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Fig. 1: An (m,n)-isogeny ladder of width w, and height h. j-invariants with an
arrow labelled x between them are y-isogenous. The index J; indicates the ¢-th
curve in the d-th diagonal. The initial railings J7 (horizontal), J; (vertical) are
computed by computing successive roots of the modular polynomials @,,, ®,; the
inner nodes can be computed as pushouts via gcd computations.

We immediately note that the total required memory is min(w, h) - 2log(p)
bits, as only the previous diagonal must be stored to compute the next one. In-
deed, the maximal length of diagonal is min(w, k), and supersingular j-invariants
are defined over ..

We now analyse the asymptotic cost of computing such an (m,n)-isogeny
ladder of width w and height h, by analysing the cost of the initial railings
JE, T, and the cost of computing each diagonal. To save computation on the
diagonals, we first compute the inversion-free geds A\.q(X — J2) (assumed to
have degree 1, see Remark 3.1); and then recovering the exact pushouts J2 by
batching the inversions A; 4 Jtd /Ar,q together, so that only one inversion must be
computed per diagonal.

Initial railings. The initial railings Ji,J? of the ladder can be computed by
repeatedly finding random roots of the modular polynomials &,,,, ®,, instantiated
at previously computed curves Jfﬁl and Jkkjll and so cost an expected

w(O(m? log(p))M + 1) + h(O(n? log(p))M + 1)

in total. Indeed, the complexity of O(d?log p)M+1 for finding a random root of a
degree-d polynomial f € [F,[x] can be achieved by projectivizing the computation
of ged(r(9=1/241, f) where r is a uniformly random degree-d polynomial; see [19,
§14.15] for details on the (non-inversion-free) method.
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Instantiating modular polynomials. We recall that the /-th modular polynomial
&, in F,[X, Y] has degree ©(¢) in both X, Y. As such, instantiating the modular
polynomial at j (i.e. computing @,(X, j)) costs O(¢£2)M.?

Inversion-free geds. SuperSolver employed an inversion-free ged algorithm [10,
Alg. 1] that only uses ring operations to compute the ged up to scalar: requiring
at most O((deg(f) + deg(g))?) field multiplications and additions to compute
ged(f, g) of two polynomials f, g up to an unknown scalar. When using the m-th
and n-th modular polynomials, we obtain a cost of O((n +m)?)(M + a).

Batched inversions. Finally, to obtain the pushout 72 on the diagonal J¢ from
each inversion-free ged computed A\, 4(X — J¢), we employ Montgomery’s trick
[25, 10.3.1]; allowing us to compute J& = A\ 4%/ Ae.a for every J¢ in the diag-
onal in 3min(h, w)M + | in total whilst requiring O(min(h, w)) log(p) storage.

Constant ring operations per curve. The total cost for the entire w x h
ladder is bounded from above by the sum of

Railings: w(O(m?log(p))M + 1) + h(O(n? log(p))M + |
— Instantiating modular polynomials: wh(O(m?) + O(n?))M
— Inversion-free geds: whO((n +m)?)M

— Batched inversions: (w + h)(3 min(w, h)M + 1)

As such, the expected final cost per node is then asymptotically bounded by

(O(m ;Log(p)) 4+ ol Sg(p))) M + (i + i) I+ O0((m+n))M (1)

Recalling that n,m are fixed and that the cost of one field inversion lies in
O(log(p)) - M, we finally obtain an asymptotically constant number of ring op-
erations per visited curve by letting w, h € ©(log(p)). In fact, if w,h grow as
2(log(p)), the cost per node gets arbitrarily close to just the cost of inversion-
free geds, i.e. O((m+n)?)-M. We analyse this bound concretely in the next two
subsections.

3.2 Concrete improvement: HyperSolver

For the lowest concrete cost, we will choose m = 2,n = 3. Before proceeding
to the cost analysis, we first describe some (concrete) improvements; the final
algorithm is described in Algorithm 2 and its control flow depicted in Figure 2.

9 As observed in [20, Sec. 5.1], in case of parallel instantiation of &, at £2(£) endpoints
Ji, one can amortize the cost down to the quasi-optimal 6(6) per endpoint j; (note
that representing @¢(X, 7) requires £ + 1 field elements), via polynomial multi-point
evaluation. The optimization requires fast polynomial arithmetic (e.g. [5]) and is
effective only for large enough ¢; it is not useful for our (2,3)-ladder but may be
useful for larger ladders in other applications.
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Remark 3.2. In this subsection, we will only measure the cost of multiplications
and squarings to give an overview. In Section 3.3 we will measure costs accurately
including additions. For now we assume 1M,2 ~ 15,2 ~ 3M,,.

7
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Fig.2: The green j-invariants are the input j-invariants. The red nodes are
computed by computing random roots of the successive non-backtracking mod-
ular polynomials, i.e. J{ < RandomRoot(N2(J/~', J{™?)). The blue nodes
are computed by successively pushing out (2,3)-isogeny squares, using the
modular-polynomials, i.e. J3 is the single root of ged(®2(X, Ji™ 1), $3(X, T ).
The grey/purple nodes are computed successively as diagonals, using
non-backtracking modular polynomials, d.e. J¢ is the single root of
ged(Ns (T2 T8, No (T4, T872)). More algorithmic details in Algorithm 2.
This is the same as Figure 1, but with the inner horizontal (J3) and vertical
railings (Ji_;) computed as pushouts first, before computing along the diagonals
using non-backtracking modular polynomials N.

Using non-backtracking modular polynomials. Naively instantiating the
modular polynomials &,(X, ) costs'® 2(¢? + £ —1)M,, + M, and computing the
inversion-free ged algorithm [10, Alg. 1] costs ((n+m+4)(n+m+5)/2—6)M,e.
For n = 3, m = 2 this amounts to a total 32M,, + 44M,,> ~ 164M,,.

10 See inst_el1() in estimator/instantiation_ optimisations.py.
This is a (3¢ + 12)M,, improvement over [10].
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We are able to improve this by using non-backtracking modular polynomials
-/\/@(\77\7/) = @e(X7j)/(X - j/)

whereby J, J' are f-isogenous. As the name suggests, the roots of Ny (j(E), j(E"))
are all f-isogenous neighbours of E that are not E’. Computing A, costs!!
2(02 — 1)My, + 2(¢ — 1)M,2; which is & (¢ — 6)M,, more than &,(X,-), and so
is slightly cheaper for small £. The real saving is due to the fact that A} has
degree one less than &(X, -), making the inversion-free ged cheaper. Indeed, for
m = 2,n = 3, the inversion-free ged costs ((n +m + 2)(n +m + 3)/2 — 6) =
22M,,2, bringing the total cost of instantiation and inversion-free ged down to
22M,, + 28M,> ~ 106M,,.

Degree-specific optimisations. We are able to significantly reduce the pushout
cost by optimising the generic algorithms by hand for m = 2,n = 3. A first
modest improvement is due to a reduction in the cost of computing A5 down to
2M,, + 3M,2 ~ 11M,, (from 6M,, + 2M,2 =~ 12M,)) in Algorithm 4; and N5 down
to 6M,, + 6M,2 ~ 24M,, (from 16M,, + 4M,> =~ 28M,,) in Algorithm 5. We will
see later that 1M,,> can be shared between these computations.

The significant saving comes about from computing the inversion-free ged
symbolically (assuming the degree is 1; see Remark 3.1) from the observation

Mged(z® + Az? + Bx + C, 2% + ax +b) = Mz — p)
p=bA—a)—C A=B-b—a(A—a)

In culmination, we are able to instantiate the A, and compute the inversion-free
ged in a total of 8M,, + 11M,2 ~ 41M,,.

Extra checks. We now take a more detailed look at computing each individ-
ual pushout square in Figure 1; by re-using computation to perform especially
cheap f-neighbourhood and orientability checks, we are able to further reduce
the concrete cost. Ultimately, we will obtain the picture in Figure 3, which we
explain in the remainder of this subsection.

Free neighbour. Once J¢ is computed, we immediately obtain the j-invariant
T4 of the remaining 2-neighbour of 7 ! via one [F,2-subtraction. Indeed, we
have already computed Na(J2, J2%) = 2® + ax + b, so T4 = —a — T2

Note that 7, is 3-isogenous to 7,%7"': because of the existence of pushouts,
747" must be 3-isogenous to a 2-neighbour of Ef ™!, which must be 7, else we
have found a small endomorphism (see Remark 3.1).

' See inst_ell remove_root() in estimator/instantiation optimisations.py.
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Fig. 3: The blue 7 node is not part of the ladder. The red Vﬁi nodes are not
explicitly computed, but merely inspected. The superscript indexes in which di-
agonal the node is explored or inspected; the subscript indexes at which height in
the ladder the node is.

Neighbourhood inspection. We inspect the nodes th,i in Figure 3 via subfield
root detection by applying RootInFp to the inspection polynomials

Sia = No(T TN and A = N (5 T /(X = 1),
whereby %?3 is computed with ay2 + 1M,
No(TEL TN /(X = T = a® + 2(A+ T + B+ (A + T,

This does not reveal the foi explicitly, but merely tests whether they are defined
over [F,; this is why we talk of inspection rather than exploration.

Note that we only apply RootInFp to monic quadratic polynomials, and so
only costs 2a, + 1S, + 3M,, indeed, re(f) = 2% + az + ¢ and im(f) = dz + e
share a root if and only if e(e — ad) + d?c = 0.

Orientation detection. Similarly to neighbourhood inspection, we can also
test whether J is Z[/—¢p]-oriented for each of the following pairs (J, ¢)

- (\Zﬁdil, 2): test whether ._7,5‘171 is conjugate to any of its 2-neighbours
— (T4,2): test whether ft"iz vanishes at (7,4)?
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— (J51,3): test whether (J27')? is equal to J or J3% or a root of Ty
— (Jtd:f, 6): test whether Jtd*f is Conjugate to any of its 12 6- neighbours (2—
neighbours of 7%~ )]t T2, T2, (2-neighbours of J )’7; 2 ,jt 2 SR S
(3-neighbours of J7") Vi3, Vi,, (3-neighbours of VAR t 3 ,V
We are missing the two remaining 3-neighbours of 7;‘1_11 (we have already
checked T4, T,%5?). However, we know that Td_ll is a 3-neighbour of (7272)?
if and only if (7,7")P is 3-neighbour of 772, This can be tested because we
know all 3-neighbours of jt—l (either explicitly ~7t—2 ,jt , or implicitly
Vs 3 ,V b.
Note that the conjugacy test of (7;1:12 with Jtd:f, Jtd}Q already happened in
previous iterations; and the conjugacy test of 7;‘1 11 with J 2 in a previous
diagonal.

These tests can be done for the 7;\5 curves by explicit comparison; and for
the Vf\ﬂ. curves by testing whether (J,27%) is a root of ft‘i:lé, Jtd:fj

We immediately remark that j — jP is just Galois conjugation, and can be
computed with la, by re(j) + ¢ - im(j) — re(j) ¢-im(j), where Fp2 = Fp(¢);
and that testing whether z is a root of .74, 7% amounts to evaluatmg a monic
quadratic polynomial, costing 2a,> + 1M,y by writing = 2taz+p=z(x+a)+B.

More general detection. So far, we have tested for orientations by Z[/—£p]
with small ¢ in an ad-hoc way, by re-using computation of the ladder. Employ-
ing more sophisticated techniques, it is possible to also detect orientations by

Z[lan/—L1p] (for small ¢;) [11].

Final algorithm. We can now bring together previous improvements to the lad-
dering algorithm and give a final description of the entire HyperSolver algorithm
(Algorithm 2) and the extra checks subroutine ExploreNode (Algorithm 1).

3.3 Concrete analysis: Cost of isogeny ladders

We will now analyse the cost per node, i.e. the constant term O((m + n)?) in
Equation (1). In the next section, we will concretely compute the relationship
between ladder size, memory usage, and concrete cost of the 1/w,1/h terms
in Equation (1). There we will see that optimal parameters dictate w =~ 1.7 h,
because the cost of computing more initial 3-isogenous curves is higher than
computing 2-isogenous curves. For ease of exposition, we will assume this fact
before proving it.

Montgomery’s trick for Fp.. Using Montgomery’s trick, one can invert every
element in a set of size n with 3(n — 1)M + 1l. When batch-inverting elements in
Fp2 = Fp(), it is cheaper to invert re(j) + «im(j) as (re(j) — dm(j))/(re(5)* +
im(j)?). As such, the total cost for batch-inverting a set of n F2-elements is
Bl,2(n) := 3(n—1)Mp+1,+n(la,+2S,4+2M,) = n(la,+2S,+5M;,) —3M, +11,,.
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Algorithm 1 ExploreNode Exploration of ladder node J2

Input: a € F 2, the j-invariants T, T2, and jﬁl for d’ < d, the polynomials Jt‘f/ for d’ < d
Output: Success if Jtd has an ¢-neighbour over Fy, for £ € {1, 2, 3,4} or if it is oriented by Z[\/—mp]
for m € {1,2, 3,6}, failure otherwise.

1: Free neighbour

2: T+ —a— T2 > 2a2
3: if 72 or 7,2 lie in F,, return Success: F,, curve

4: Inspect neighbourhoods

5. I« N(TH T8 b Algorithm 4, 3a, + 2Mp, + 3a 2 + 1S 5 + 2M >
6: Iy Ns(T, T /(X = T b Algorithm 5, 6a, + 6My, + 7a 2 + 1S 2 + 6M 2
7 if Rootlan(ﬂtdj) or RootIan(ﬂgS) return Success: F), curve > 4ap + 2S5, + 6M,,
8: Detect orientations

9:  Cache (777, (7P (T )" > 33,2

10: if (Jtdfl)p € {jtd72, I, T} return Success: Z[,/—2p]-oriented
11: if (\_’7;]'__11)7’ € {J8, Jtd'__;} return Success: Z[\/—3p]-oriented
12: if (Jtd:f)p e (gL, 72, T3, 7—;17—227} return Success: Z[\/—6p]-oriented

13: if (T,%)? root of jgz return Success: Z[\/—2p]-oriented > 3a,2 + 1M 2
14: if (777)')P root of £, return Success: Z[\/=3p]-oriented > 2a,2 + 1M 2
15: Cache jﬁs

16: GetCache ,fﬁ;l, (fggz

17: if (\_’7,?__12)7’ root of ﬂtd’g or J{TQQ return Success: Z[/—6p]-oriented > 4ap2 + 2Mp2
18: if (Ttd:ll)p root of :ﬂg‘;l return Success: Z[/—6p]-oriented > 3ap2 + lMp2
19: return Failure > Total: 13a, + 2S, + 14M,, + 27ap2 + 2Sp2 + 13Mp2

Inversion-free gcd of Na, N3. (Algorithm 2, Lines 11-20). We use Algorithm 4
and Algorithm 5 to compute No(J 1, 7471, Na(7871, T5%). However, note
that (72712 is computed in No(747 1, J472), but in N3(J21, J252). Sharing
this squaring, and adding 4a,> + 2M,> for Lines 16-18, we obtain a cost

(h—2)(w —2)(9a, + 8M,, + 13a,2 + 15,2 + 9Mp2)
< wh(Qap +8M, + 13ap: + lspz + 9Mp2).

Batched division. (Algorithm 2, Line 21 and 23) There are w + h — 5 diagonals
in total; of which w — h + 1 have length A — 2 and for every length 1,...,h — 3
there are two diagonals of that length (e.g. the first and last diagonal have
length 1). After the inversions have been computed, the division needs to be
finalised (Line 23), costing a further multiplication. This brings the total cost of
all batched divisions to

(h—2)(w — 2)My2 + (w — h + 1)Blya(h — 2) + 23" 22 Bl 2 (n)
< hw(la, 4+ 2S, + 5Mp, + M,2) + (w + h)(—3M,, + 1,,)

Exploration. The cost of Algorithm 1 is analysed directly in the description. We
bound it here to be at most

wh(13a, + 2S;, + 14M,, 4 27a,2 + 25,2 4 13M,2)
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Algorithm 2: HyperSolver,, ,,
Computes (2, 3)-isogeny ladder of size wx h (w > h) with extra checks.
Compare with Figure 2.

Input: J = Jll, j:ll, \7171, where .7:11 is 3-isogenous to J E, and Jfl is 2-isogenous to J

1: Outer railings ) ) o

2 for i =2,...,w do Jj ¢+ RandomRoot(N2(7; ', 7/~ ?) done > Horizontal

3 for i =2,...,h do J; < RandomRoot(N3(J;/ "], J/~}) done > Vertical

4: Inner railings

5: Try . ) )

6: fori=3,...,wdo Ji + x — ged(P3(X, T3~ "), P2(X, TE)) done > Horizontal

7 fori=4,...,hdo J\ | + z — ged(®3(X, jif‘:ll),@g(X, j;fl)) done > Vertical
Except Any deg(ged(-,-)) > 2 return Success: Small endomorphism

8: Diagonals

9 for d=5,...,h+w do

10: D[N ] > Initialise empty lists
11: for t = 3,...,min(h,d — 2) do

12: Cache (7771)?

13: 22 +ax + b+ Ng(Jtd_l, Jtd_Q) > Algorithm 4
14: GetCache (jtd:;)Z

15: 2% 4+ Az? + Bz + C « Ns(Jtdjll, Jtdjzz) > Algorithm 5
16: T+ A-a

17: N = N+ [br = C] > Append to “numerators”
18: D+ P+ [B—b—art] > Append to “denominators”
19: if 2[—1] = 0 return Success: Small endomorphism

20: end for

21: # < BatchedlInversion(2)

22: for t = 3,...,min(h,d — 2) do

23: TE — N[t —3]- [t — 3]

24: if ExploreNode(7;1) # Failure return ExploreNode(7)

25: end for

26: end for

Final cost. We obtain an upper bound for the cost by taking the sum of all costs
wh(23ay, + 4S), 4+ 27TM,, 4 40a,2 + 35,2 + 23M,,2) + (w + h)(=3M, +1,,),  (2)

whereby the cost (w+h)(—3Mp+1,) can be amortised to be arbitrarily small per
visited node. Conversely, we obtain a lower bound by summing the cost of the
inversion-free geds (i.e. computing the internal nodes of the ladder) and the cost
of the free neighbour and neighbourhood checks (i.e. Algorithm 1, Lines 1-7)

(w—2)(h —2)(22a, + 25, + 22M,, + 25a,2 + 35,2 + 17TM,2). (3)
We choose to exclude orientation detection, since it may not be worth it.
Using the approximations 6a, = 1M, = 1S,,a,2 = 2a,,5,2 = 2M,, +

3ap, M2 = 3M,, 4 5a,, for the upper bound; and a, = ap2 = 0,25, = M,,,S,> =
2M,, M2 = 3M,, for the lower bound, we obtain

1
80M, < %Cost(HyperSolverwﬁh) < 227ap, + 106M, = 144M,,. (4)

Remark 3.8. In practice, we can decide whether or not to perform the neigh-
bourhood and orientation tests of Algorithm 1 ahead of time, by approximating
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the class numbers of Z[\/—2p], Z[\/—3p], Z[\/—6p]. The upper-bound analysis
above estimates the most expensive variant of these tests, and the lower-bound
assumes that one doesn’t perform any orientation detection.

3.4 Amortised cost: Ladder size and memory usage

We now investigate the concrete overhead costs from computing the outer rail-
ings, inner railings, and finally the batched inversions of the diagonals. Recall
that these can be amortised to be arbitrarily small by increasing the dimensions
of the ladder; we will now measure exactly what size the ladder must be, and
what memory this requires.

Outer railings. (Algorithm 2, Lines 1-3) We implemented the randomised Cantor—
Zassenhaus factorisation algorithm for equal-degree splitting polynomials, and
experimentally'? obtained the following expected cost estimates to compute a
single root.

— Quadratic root finding. Each Cantor—Zassenhaus iteration costs 6M,2435,2+
3ap2 + (14M,2 4852 +12a,2) log(p). The expected number of attempts is 2,
giving a final cost per curve

12My,2 + 6Sp2 + 6apz + Iz + (28Mp2 +16S,2 + 24ap2) log(p) =: #2 + 2

— Cubic root finding. Each Cantor—Zassenhaus iteration costs 15M,2 4 55,2 +
Ta,2 + (42M2 + 1252 + 40a,2) log(p). The expected number of attempts is
4/3, giving a final cost per curve

20Mp2 + (20/3)Sp2 + |p2 + (28/3)ap2 + (56Mp2 + 16Sp2 + (160/3)ap2) log(p)
= 5 + |p2

The inversions can all be batched together for a total cost of

(w—=1)#3+ (h —1)73 + Bl,2(w + h — 2)
< wWa + hAz + Bl (w + h)

Note that we will need > 3h > w + h — 5 storage space for the diagonals at a
later point in the algorithm, so this large batch of size w+h —2 does not increase
memory consumption.

Inner railings. (Algorithm 2, Lines 5-7) Recall that to use non-backtracking
modular polynomials for the pushout for E{, we must know the previous curves
Ef:f, Efl:ll, E?~1 E?=2 This requires computing a second, “inner” initial rail-
ing B3, Ef“ to start the computation (blue curves in Figure 2).

Instantiating the 2- and 3-modular polynomials costs a total of 40M,+18a,2 +
+5M,2. Computing the inversion-free gcd of degree 3,4 polynomials costs at

2 See estimator/cantor-zassenhaus.py.


https://codeberg.org/hypersolver/hypersolver/src/main/estimator/cantor-zassenhaus.py

HyperSolver: Accelerating the Delfs—Galbraith Attack using Isogeny Ladders 19

most 9a,2 + 39M,,2. There are w + h — 5 of these inversion-free geds to compute
Az — p); and we can recover the j-invariants explicitly by batching all necessary
inversions A~! together and then multiplying p - A~1. This brings the total cost
to

(w +h— 5)(40Mp + 27ap2 + 45|\/|p2) + B|p2 (w +h— 5)
< (w =+ h) (40Mp =+ 27ap2 + 45Mp2> + B|p2 (w =+ h)

Ladder size and amortisation. The total cost of the outer and inner railings,
together with the w + h inversions required for every diagonal in the ladder, is
at most

wWy + hota + (w + h)(40M,, + 27a,2 + 45M,2) + 2Bl,2 (w + h)
< (log(p) + 4) (w(24ap2 +16S,2 + 28Mp2) + h(54ap2 + 16S,2 + 56Mp2)) +24+w+h),

For cryptographically sized p (i.e. log(p) > 2%), a short computation verifies that
the error introduced by this estimation constitutes a proportion of at most 2.

Since these terms are linear in w, h, but there are wh total curves in the lad-
der, we see that we can amortise this cost to be arbitrarily small per curve com-
puted. To estimate optimal parameters, we assume that 6a, = 1M, = 1S, 11, =
log(p)M,, and a,> = 2a,,S,2 = 2M,, + 3a,, M2 = 3M,, + 5a,,. This gives a total
cost of at most (log(p) + 4) (156w + 273h)M,,. To amortise this cost to &M, per
node, we require (log(p) + 4) (160/h 4 277/w) = o/ whilst minimising the total
cost. This is achieved when

w = 554(log(p) +4)/«/ and h = 320(log(p) +4)/,

that is a width-to-height ratio of =~ 1.7.

Memory cost. We need to store (counted in 2 elements)

(i) Two initial horizontal and vertical railings (2w + 2h);

(ii) Three diagonals (previous, current, next) (3h)

(iii) Intermediate values for each diagonal’s batched inversions (1h)

(iv) The previous two diagonal’s inspection polynomials ffg t ft‘,ig 2 (2-2h)
(v) A (small) constant number of values during execution.

Ignoring constants, we therefore require a total of 4(w + 5h)(log(p) + 4) log(p) =
8616(log(p) + 4) log(p)/ <7 bits of storage.

Note that Algorithm 2, Line 14 only requires caching from the immediately
previous iteration ¢, so only requires storing one j(EZ1)? (not h).

Ezample 3.4. Since the asymptotic (classical) complexity of Delfs—Galbraith is
6(p1/ %), isogeny schemes often pick a 256-bit prime field for a target hardness of
2128 (classical) operations (for example, the SQIsign level-1 prime is of size 251
bits). An amortised cost of 1M, (roughly 1% of the total cost) per node would
require 69 KiB of memory per ladder.
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3.5 Runtime analysis

In order to estimate the expected cost of Algorithm 2, we compute the probability
of encountering the “distinguished subgraph” in any given ladder as a function
(1) the ladder’s size (width and height) and (2) the ¢ for which ¢-neighbourhood
inspection or Z[v/—{p]-orientability checks are performed.

It was observed in [10, Rem. 5] that the clustering behaviour of the F,,-subgraph
inside G,(IF,2) affects the probability of encountering an IF,,-curve when enumer-
ating Gy(F,2) by computing a large tree. We will show that this is true more
generally for any oriented subgraph and how it clusters inside G¢(IF,2); and also
true for any method of enumerating Gy(IF,2) that explores successive neighbours
(e.g. linear walks, trees or ladders).

The core insight required to arrive at this result is that isogenies transport
orientation information: if E is O-oriented (for some imaginary quadratic order
0), and E — E’ is an horizontal or ascending isogeny (with respect to O), then
E’ is also O-oriented. Recall that there are > 1 horizontal or ascending isogenies,
and so they constitute a considerable proportion of all possible ¢ + 1 isogenies
for small £. Consequently, for small ¢, the event of a curve E’ being O-oriented
is not independent of that of an ¢-neighbour E being O-oriented.

Example 3.5. Consider the induced subgraph Gy(IF,) of Go(Fp2) when p = 7
(mod 4) so that Go(F,) is connected (e.g. [6, Fig. 1]). Precisely because Ga(F,)
is connected, there are less incident edges from Go(F,2) \ G2(F) to Ga(FF,,), and
so a random walk in Go(IF,2) takes longer to encounter Go(IF,). Indeed, there are
2 - h(—p)/2 = h(—p) incident edges to G2(F,) (two for every node on the floor,
i.e. at 2-depth 1), which is 1/3 of the number of incident edges to a disconnected
Go(IF,2)-subgraph of size #Go(F,) = h(—p), which is 3h(—p). An alternative
slogan to understand this, is that the surface is only accessible through the floor,
and so there are less IF;-curves which one can initially encounter when performing
a random walk in Go(FF,2).

Previous works [10,9] estimate the cost based on the heuristic that we expect
to either explore or inspect O(#S,2 /#S),) curves. In this work, in view of getting
non-asymptotic cost estimates, we attempt to refine the heuristic and estimate
the hidden constants.

Notation. We fix here some notation that will be used throughout the section.
Let O be an imaginary quadratic order of discriminant A with field of frac-
tions K, let £ # p be prime numbers, and let v be the ¢-depth of O. Let &/(O)
be the set of j-invariants in Sj2 that admit an {-primitive orientation by O, that
is, that are primitively oriented by a superorder @' D O at the same ¢-depth as
O; write ry, 0 = #E¢(O) /#Sp2. Similarly, for primes ¢1, {2, we denote by &, ¢, (O)
the set of j-invariants in Sp» that are at the same £;-depth and the same />-depth
as O, and by 7y, ¢,,0 the relative proportion in 2. Moreover, we let f; o denote
the number of (-isogenies in G ¢ descending from ¢-depth v to f-depth v+ 1.
Note that fro =0 — (%). Finally, we let r, = #S,/#S,2 denote the proportion
of supersingular elliptic curves that are defined over F,,. Note ry 7 —5 = rp for
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€ # 2, while o 71 /=5 = 15,31 /4,7,/2 respectively when p =1 (mod 4),p = 3
(mod 8),p =7 (mod 8), since Z[\/—p] may sit at 2-depth 1.

Linear walks. Below we show that the probability of hitting a special node, if we
perform walk randomly in the /-isogeny graph and visit n nodes, is not nr,, but
rather a constant fraction of it, depending on how the oriented isogeny volcano
Gr,e for K = Q(,/—p) folds onto G,.

Lemma 3.6 (Linear-walk search for the F,-subgraph). Let O = Z[,/p].
The probability of encountering S, in the first n steps of a random f-isogeny
walk in Sp2 with uniformly random starting curve is given by

fe.o " 2
=1—-(1-— 1—=—= .
P (1—rp) ( n 170 + O(nre,0”)
With n € O(logp), £ € o(p), we can approzimate P ~ rp, +nreofeo/(l+1). In
case p =7 (mod 8), we have P ~ rp(1+n/3).

Proof (Sketch). For simplicity we write fo = fro and ro = rp0. For m € Z,
denote by P, the probability that a random non-backtracking walk of length m
never hits the Fp-subgraph, so that P, is the complementary probability of P. We
show why the ratio Py,11/P,, equals approximately (1 — f,/({+ 1)ro) + O(rd);
the statement then follows inductively after working out the base cases.

Let G be the subgraph of G;(IF,2) induced on the vertices S,z \ Sp. Fix m >
1 and consider a uniformly random non-backtracking path in G of length m.
Because of the expander properties and the randomness of the starting node, we
heuristically assume that the last edge of the path is approximately uniformly
distributed among the edges of G.

If a node of G is adjacent to the IF,-subgraph in G;(IF,2), then it must be
one of the fy - ro#S,2 nodes of G adjacent to floor nodes in Gy(F,2). Thus
€0 = {- fo-ro#Sy2 directed edges end in such a node and have probability (¢/—1)/¢
of hitting the Fy-subgraph in the next step of the non-backtracking walk. The
remaining (directed) edges in G are ey = (£ + 1) - (#Sp2 — #Sp — fo - ro#S,2),
and extending the non-backtracking walk from these edges by one step stays in
G with probability 1.

Write o = r},/ro. By the arguments above, we can estimate Py, y1/P,, that
is, the probability that a length-m walk that never hits F, stays away from F,
in the next step, as:

Pm+1 __€- (f — 1)/€ + €1 _ (é + 1)(#8;02 — #Sp) — Qngo#sz

P, €o t+ €1 B ¢+ 1)(#Sp2 - #Sp) - fﬂ’o#sp2
_l—(a+2fe/Ul+))ro . fi )
ST (@t f/lt Do L ap1r0 OO

Remark 3.7. The same arguments apply when we look for nodes that admit a
(not necessarily primitive) orientation by a different quadratic order O, e.g., of
the form Z[/—dp]. In this case, r, must be replaced by the total number at
f-depth smaller or equal to the ¢-depth of O.
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Remark 3.8 (SuperSolver’s success probability). In SuperSolver, neighbourhood
inspection adds an extra degree of complexity. Consider a random non-backtracking
walk of length n in G¢(F,2), and let L be the set of primes, all distinct from ¢,
used for neighbourhood inspection. For each node j of the walk, we test whether

j lies in F,, or is an ¢'-neighbour of an F,-curve for ¢ € L. For all primes ¢, let
fo = fe,z[ Nk A similar proof as above shows that the success probability of
such a walk is

e " fe
1—(1—fyrp>-(1—7£+1w7@ +0(nr?) =~ M 70

with v = (1 + 2 ver fg/). The correcting factor v accounts for the fact that,
in this case, the nodes adjacent to the distinguished subgraph are not only the
non-F,, nodes adjacent to floor nodes in G¢(FF,2), but also the nodes connected
to these ones via an ¢'-descending isogeny.

Note that we really need to exclude the #’-horizontal and ascending isogenies
to avoid double-counting. Indeed, if ¢ is a £’-horizontal or ascending isogeny from
a floor node j to a node j’, then j’ is an Fy-node too. Now let j, be a non-F,
node adjacent to j: one of its £’-neighbours, being the (¢, ¢')-pushout of (4, 7', j¢),
is also an f-neighbour of j/, that is, is already counted as an f-neighbour of a
floor node.

Remark 3.9. Combining SuperSolver’s estimates with the naive estimate that all
visited and inspected curves are uniformly random supersingular curves, the suc-
cess probability per node becomes (143 ,(¢+1))ry, while our estimate predicts
a success probability per node of (1+ >, f¢) - (f2/3)r2,0.'* For a prime p = 3
(mod 4), overestimates the success rate by a factor slightly larger than 3. For
example, the SQIsign Level 1 prime p = 5-224% — 1 has optimal neighbourhood-
inspecting set {3,5,7,11}, and the overestimation factor is 3.48.

Ladder exploration. HyperSolver runs the following tests on the inner nodes of
the ladder:

— whether 7 is f-isogenous to a curve over F, for f € {1,2,3,4}.
— whether ¢ lies in £(/=Dp) for D € {2,3,6}.

We want to estimate the probability that there exists (s,t) such that one of the
above test succeeds. We estimate each one of the cases D € {1,2,3,6} (where
D =1 denotes testing for F,-nodes) and add the success probabilities together,
since random supersingular elliptic curves that are simultaneously oriented by
any two distinct D’s only occur with probability O(p~1).

Proposition 3.10. Let O = Z[\/—p]. The probability that a (2,3)-isogeny lad-
der of size w x h (w, h € O(log(p))) contains an F,-curve is

J2 f3 w fo f3
Phow~1— (1 —h== ) ~ hw= = .
h, h 3 47280 hw 5 4230

13 See estimator/walk linear.py.
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Proof (Sketch). The proof proceeds as in Lemma 3.6, but at each step of a non-
backtracking 2-walk we consider a whole non-backtracking 3-walk instead of a
single curve. Write ro = r2 3 0, and £(0) = &, 3(0).

Let P, denote the probability that there are no Fp-nodes in the first n
columns of the ladder. Along the lines of Lemma 3.6, we show P,1/P, =~
1-— %%hro. The ratio P,1/P, represents the probability that, given a hxn
ladder that never hits IF,,, the 2-pushout of the last column does not hit IF,, either.

Denote by T3 ~ 1 — (1 — (f3/4)ro)" the ratio of random non-backtracking
3-isogeny walks such that one of the curves in the walk is a curve in £(O). Out of
the possible 2-isogeny pushouts of such a 3-walk, only f, pushouts are in G,** i.e.
away of the [F-subgraph: approximately f, - 1% possibilities for the n-th column
of the ladder are 2-adjacent to the Fj,-subgraph. With similar computations as
in Lemma 3.6, we get P,1+1/P, = 1 — (f2/3)T3. Approximating further, given
how < 1yt we get Poy1/Py =~ 1 — h(%)(%)r@ From this follows the first
equality in the statement. The last equality is again an approximation that uses
h,w <K r(;l.

Remark 3.11. As done in the linear case, we can generalize the above propo-
sition to testing orientations by a different an order O (as long as #&; 3(0)
is comparable to the size of the Fp-subgraph) and to neighbourhood detection
(that amplifies the success probability by a factor of the form 1+ 5", fr o).

Regarding /-neighbourhood detection for one of the primes ¢ used in the
exploration, the adjustment factor behaves differently. This is relevant in our
algorithm, as we test whether a given node is m-isogenous to an F,-node for
m = 3,4, and the exploration primes are 2,3. Checking for 3-neighbours (resp.
4-neighbours) of an F,-node practically “descends” one level of the volcano in
the Z[/—p]-oriented 3-isogeny graph (resp. two levels in the oriented 2-isogeny
graph). Since we replace the F,-floor by a lower level of larger size, namely
3 (resp. 4) times as large, the success probability gets multiplied by 3 (resp.
4) when we perform m-neighbourhood detection. As in the coprime cases, when
performing m-neighbourhood detection for several values of m, the amplification
factors can be summed together.

We estimate the success probability of HyperSolver as follows:

Corollary 3.12. Let h,w € O(logp). The probability that a random non-backtracking
(2, 3)-isogeny ladder of size w x h computed by Algorithm 2 contains a curve that
is Ogq = Z[\/—dp]-oriented for any d € {1,2,3,6} is

hwr 4 O((hwr)? + (h + w)r)

whereby

7 fo,0.f3,0 f2,0.f3,0
= (12f2,01f3,017“2,3,01 + %7’2,3,0(1 + d;ﬁ #7“2,3,(% . ()

14 In a negligible fraction of all cases, there might actually be less than f, pushout,
because of artifacts in the folding of the oriented volcano onto G (Fp2).
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Proof. The estimate comes by approximating the expression 1 — (1 — r)"" =
hwr + O((hwr)?). Each summand v; = f2.0, f3,0,72.3,0,/12 in r comes from
Proposition 3.10 (generalized to the orders Oy); we can sum the v; together, i.e.
treat O;-orientations independently, as curves that are simultaneously oriented
by two distinct O; of the above are a negligible fraction of the supersingular
curves. The factor 3 + 4 amplifying v; comes from the fact that our exploration
algorithm detects 3- and 4-neighbours of F,-curves: indeed, in Algorithm 1 we
check all 3- and 4-neighbours of every ladder node we visit, and succeed if any
of them is defined over F,,. Similarly, 2 is amplified by 2 as we test whether any
visited node is 2-isogenous to one oriented by Z[/—2p]. The term O((h + w)r)
refers to the success probability of the starting initial walks.

Corollary 3.13. As a consequence of §3.4 and §3.5: for any € > 0 there exist
constants W and H such that HyperSolver with parameters w = Wlog(p) and
h = H log(p) has expected cost at most

r~1pl/2 . (215a, 4+ 100M,, + ¢)

with r as in Corollary 3.12.

4 Vectorization via optimized meet-in-the-middle

We propose an optimized meet-in-the-middle approach for the vectorization
(Problem 2.5). While requiring O(¢/p) memory and some new heuristics, it is
highly performant for our experimental range of <128-bit primes p; it is also
conceptually simpler than the method of [18] as it does not require determining
the right direction through computation of the action of the Frobenius endo-
morphism on the isogeny kernels (the ElkiesWalk). We start by defining an
“action box”, which is a set of elliptic curves reachable by bounded amounts of
chosen ideal actions. The meet-in-the-middle algorithm will compute an action
box for each of the two target elliptic curves and intersect them.

Definition 4.1 (Action box). Let E be an O-oriented elliptic curve. For given
invertible prime ideals ly,...,l, C O, and bounds By, ..., B, € Z>q, define the
action box of E as the indexed (multi)set

S(Ea [1a BERE) [n;Bla .. ,Bn) - {[[? T [:LTL}E}fBigeigBi .

The cardinality of an action box (as a multiset) is equal to B = []}"_, (2B; + 1).
In the following, we will focus on the Frobenius orientation for simplicity, i.e.
O C Q(/=p), but the techniques should readily carry over to other orientations:
A /—=dp-oriented isogeny step [IT!] from a j-invariant j can (almost always)
be computed quickly as ged(P¢(X, j), Pa(X, XP)), and pushouts using modular
polynomials are (almost always) unique, so they can be computed the same way
regardless of the orientation. In summary, it appears that only minor adapta-
tions will be necessary to generalize the algorithm to non-Frobenius orientations,
and we expect it to be implemented in the final version of our code.
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Optimized action box computation. Algorithm 3 provides high-level pseudo-
code for computing an action box. We exhibit the two following features.

First, by computing the action box recursively in the decreasing order of cost
of the ideal actions [;, the cheaper actions are computed more often than the more
expensive ones. Under properly chosen bounds B;, the amortized complexity per
visited node is then dominated by the computational cost of the cheapest action.

Second, the algorithm works directly with j-invariants and modular poly-
nomials. This is possible since we do not need to distinguish the actions [[;]
and [[i_l]. Starting with a j-invariant jo in F,, we (almost always) have two ¢;-
isogenous j-invariants over F,, corresponding to the actions of [; and [;1. These
Jj-invariants can be found as roots of &y, (X,jo) in F,. For each of these, we
continue the isogeny chain deterministically by finding the unique root X = ji
of @y, (X, ji—1)/(X — jk—2). On rare occasion, we may find more than two roots
at the first step, or more than one root at the further steps; this is due to con-
jugate pairs of irrational isogenies between rational elliptic curves (which can
be avoided by considering simple roots, i.e. roots of multiplicity one), or due
to extra automorphisms in the cases j = 0,1728. If the procedure fails for any
reason, we simply skip the subtree. Therefore, such an implementation may re-
turn a strict subset of the target action box. This does not noticeably affect the
overall approach, since the input curves can be rerandomized and the chances
of hitting such special cases are negligible.

Remark 4.2. For £ = 2, the action is meaningful only for p = 7 (mod 8), in which
case the 2-isogeny volcano has two levels. For this case, we need to exclude the
F,-rational 2-isogeny from jj towards j;, on the floor by an additional quadratic
residuosity check: @(j;., X)/(X — ji) must split over F),.

We analyze the complexity of the algorithm. Let ¢; denote the cost of com-
puting the action of [;, which can be set to O(¢? log p). On the top level, we will
compute 2B, actions of I,, (each costing ¢,), yielding j([[},]E) for —B,, <i < B,,
and perform 2B,,+1 recursive calls. In each of those calls, we will compute 2B5,,_1
actions of [,_1 (each costing ¢,—1) and perform 2B,,_; + 1 recursive calls, and
so on. Therefore, the overall cost of actions is bounded from above by

(ﬁ(QBk—i—l)) : <c1 - 231%~ <CQ+ 232% : (~--)>)

k=1

(counting one extra action per procedure call to simplify the expression). Note
that B = [[,_,(2By + 1) is the total number of curves visited. By choosing a
large enough Bj, the cost can be made arbitrarily close to ¢; per visited curve.
The only downside of choosing a large B; is the increase of the length of the final
isogeny path, as well as a potential (unclear) effect on the heuristic assumption
on the uniform distribution of an action box.

Parallelization. The algorithm can be easily parallelized as follows. Consider the
index k of each curve E in the output of the algorithm. Given M processors,
we split the curve indices 1,2, ..., B into M contiguous segments a;, @;y1,.. ., b;.
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Algorithm 3 Action box computation.

Input: Elliptic curve E/F), primes ¢1,...,¢,, bounds By, ..., B,
Output: an indexed subset of S(E;ly,...,[,;By,...,By,), where [; is an ideal
whose action corresponds to an £;-isogeny

1: procedure AcTiONBOX(jo, i, path)
2: if ¢ = 0 then
3: Output (path — jo)
4: return
5: Call AcTioNBOX(jo, % — 1, path||0)
6: {j-1,741} « simple roots of &, (X, jo) in Fy > j_1 < j1 for some ordering
7 Call AcTioNBoX (51,4 — 1, path||1)
8: for k€ {2,...,B;} do
9: {jx} + simple roots of ¢, (X,jk—1)/(X — jr_2) in Fp
10: Call ACTIONBOX(jk, % — 1, path||k)
11: end for
12: Call AcTioNBOX(j_1,% — 1, path||—1)
13: for k€ {—2,...,—B;} do
14: {jr} « simple roots of @, (X, jr+1)/(X — jr+2) in Fp
15: Call ACTIONBOX(jk,% — 1, path||k)

16: end for
17: end procedure

18: Call AcTioNBox(j(E),n, ()

Then, inside the algorithm, we skip calls to ACTIONBOX when the segments that
they process do not intersect with the one assigned to the current processor. For
each prime ideal [;, a processor may need to perform at most 2B; “unproduc-
tive” actions needed to reach the target segment of indices. Therefore, the total
overhead is at most the cost of computing [[11B '...[B»] by each processor.

Meet-in-the-middle. In order to solve Problem 2.5, we use the AcTIONBOX
procedure twice, once per each of j(F7) and j(FE2). We split the available primes
in an alternating way:'® (lory1,cory1) for j1 and (log, car) for jo. The isogeny
path is expected to be found in the intersection of the two action boxes (as sets):

S(E]_;[1,[3,...;317337...> N S(EQ;KQ,[47...;B2,B4,.. )

Based on the analysis above, the cost per visited curve can be made arbitrarily
close to ¢; around E; and to ¢y per visited curve around FEs. Let N = h(O) €

5(\/17) denote the size of the considered class group and let

[n/2] [n/2]
By = [] @Bak-1+1), Br= [] @Ba+1)
k=1 k=1

denote the sizes of the two action boxes. The bounds B; need to be chosen
such that By, x Bgr = N for a (heuristically) reasonable success probability.

!5 This contrasts with the baby-step-giant-step approach suggested in [7], using the
partition into (I1,l2,...,,) and (lL4+1,..., ) for some v, which would lead to sig-
nificantly lower performance for the second set.
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The cost of computing the action boxes is T' = ¢1 By, + coBr (assuming By and
By are large enough). This quantity is optimized when ¢; By, ~ ¢;Bg yielding
T =~ 2,/c1caV N, i.e. the cost of 2,/cicy operations per visited node.

5 (GPU) Implementation

We wrote a CUDA GPU implementation and a CPU C++ implementation of
subgraph finding, a C++ implementation of vectorization, and a SageMath script
for solving MaxOrder from this output, available at codeberg.org/hypersolver.

5.1 Our hardware

Our implementation is written in CUDA C++, with some parts (optionally) op-
timized using inline assembly, and should compile and run on essentially all
moderately recent x86_64 machines with a moderately recent Nvidia GPU. Nev-
ertheless, for maximal throughput, we chose some parameters specific to our
hardware (e.g. w x h ladder size): Our test environment is a server with two 128-
core AMD EPYC 9754 processors, 1 TB of RAM, and two Nvidia L40S GPUs
(which did the majority of the work).

Each Nvidia L40S has 142 streaming multiprocessors (SM), each with 4 parti-
tions that govern 32 CUDA cores which execute in SIMD fashion. Each partition
has its own scheduler capable of holding 12 warps at once, in effect allowing every
CUDA core to be multi-threaded with 12 threads. This multithreading allows
hiding the latency of memory loads. The CUDA cores natively operate on 32-bit
words; this contrasts with the 64-bit architecture of modern CPUs. Each SM
manages a pool of 21¢ registers (& 32 bits) and 220 bits of shared memory, which
it can distribute freely to its threads.

5.2 Alternative algorithm

Before we continue discussing some of the engineering tasks associated to imple-
menting our algorithm, we note that we implemented a slight variation of the
algorithm described in Section 3: for simplicity, we do not batch inversions at
any stage, nor do we cache any intermediate results.

Recall that the cost of the railings can be amortised to an arbitrarily small
proportion, and that it is feasible to reduce the cost of the railings to 1% for
cryptographic parameters with very moderate memory usage (Example 3.4).

However, additional cost is borne for nodes on the inside of the ladder. Pes-
simistically estimating the cost of an inversion by log(p)M,, we see that this
incurs an overhead of a factor at most 3 against Equation (2) for 256-bit primes.
Preliminary benchmarks of our arithmetic implementation suggest that the over-
head is indeed less than log(p)M,. We remark that modular inversions can in
fact be computed in time 5(Mp), and so the lack of batching would not incur an
asymptotic penalty if implemented correctly (we use the 1l,, = log(p)M, estimate
for a worst-case analysis).


https://codeberg.org/hypersolver
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This simplifies implementation, and also allows us to compute the ladder
in parallel. Indeed, after the initial railings J;, J5, J7, J; 7', and the first h
diagonals have been computed, the next w — h + 1 diagonals have height h.
To push out a diagonal, we thus employ h threads: thread ¢ computes J2 in
diagonal d. To make the most of this parallelism, we chose a fairly large ratio of
width to height to increase w — h + 1.

5.3 Orchestration

To make full use of the hardware at our disposal, and also to simplify the GPU
code, we adopted the following division of work: (1) The CPU computes initial
randomised starting points along with the “outer” and “inner” railings (i.e.
nodes J7, J5°, Ji, Ji 1, see Figure 2); and (2) the GPU fills in the remainder of
the ladder in parallel (albeit without storing the entire ladder). We tuned the
ladder size at different parameters so that the GPUs would be fully utilised, and
the average CPU load is low.

More precisely, execution begins with ¢ CPU cores performing a random walk
in the 2-isogeny graph from the input curve E to a curve E. and computing
the outer and inner railings of the ladder anchored at E. (Figure 2). These
railings are stored into a queue in RAM, and then dispatched to the two GPUs
asynchronously, by first copying into GPU memory, and then calling the GPU
kernel to fill out the ladder in parallel. If the GPU finds a solution E’, its location
in the ladder is written to GPU memory, then copied to CPU memory, from
where the CPU reconstructs the path taken E. — E’.

When E’ is defined over F,,, our current implementation supports computing
the vectorization to a curve with known endomorphism ring FEy, finally returning
a smooth-degree isogeny from the input curve £ — E. — E' — Ey. This is all
managed by a single orchestration script, that takes as input the curve F, and
returns a list of j invariants and the (small) degrees of the connecting isogenies.
From this output, we have further SageMath scripts to compute MaxOrder.

5.4 Computation-memory tradeoff

To achieve maximal occupancy in our GPU (that is, to have every CUDA core
scheduled with 12 threads simultaneously) every CUDA core can only require a
maximum of 21¢/128/12 = 42 32-bit registers. This imposes serious algorithmic
constraints, for at 256 bits this means only ~ 2 [Fj2-elements can be held in
(register) cache at any given time. For example, the easy optimisation of caching
all powers of a j-invariant to instantiate multiple modular polynomials causes
many register spills, and calls for shuffling a lot of data between various levels
of cache.

5.5 Results

100-bit record computation. In an example run, our software was able to find an
isogeny path from a randomly generated supersingular curve E/F,2 in charac-
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teristic p &~ 219 to a curve defined over F, with known endomorphism ring in
less than 100 GPU-hours (i.e. = 40 hours with hardware described Section 5.1).

Throughput measurements. Experiments suggest an empirical throughput of
about 22 explored ladder nodes per second and GPU in our implementation,
where o /~ 29.8,29.0,28.1,27.5,26.8, 25.7 for characteristics p requiring 3,4, ...,8
machine words (& 32 bits) respectively. This scaling looks approximately quadratic
in the bit length for the smaller sizes, matching the complexity of our current
multiplication algorithms; however, at some point the scaling appears to become
superquadratic, which might indicate a slowdown due to the increased memory
pressure at larger sizes (cf. Section 5.4).

6 Applications

6.1 Solving MaxOrder and EndRing

In this section we show how the algorithms of the previous sections, with the help
of polynomial-time post-processing, yield an algorithm to solve the MaxOrder and
EndRing problems (Problems 2.2 and 2.3).

Remark 6.1. A different approach to computing the endomorphism ring of a su-
persingular curve E was proposed in [16]. In this approach, finding a finite-index
suborder of the endomorphism ring requires at least two sufficiently indepen-
dent solutions to Problem 2.4, i.e., two linearly independent paths ¥ — F; and
E — F5 to curves E; oriented by Z[/—d;p] for some d; > 1. We decide not
to follow the approach of [16] since the Delfs—Galbraith approach requires only
one solution to Problem 2.4 (followed by vectorization and post-processing, of
negligible complexity) to recover full information about the endomorphism ring,
therefore our algorithm is faster by an asymptotically constant factor.

Given a supersingular elliptic curve £ defined over F,2, HyperSolver con-
structs another curve Ey with known endomorphism ring and finds a smooth
isogeny ¢: Ey — E as in IsogenyPath (Problem 2.1).

Solving MaxOrder. Recall that Qp = End(Ep) is a maximal order inside the al-
gebra End(Ey) ® Q = B, . Given an isogeny path ¢: Ey — E, we can compute
the connecting (left) Qp-ideal I = Hom(FE, Ep)¢ C Qq associated to ¢ (details
below); from this, a maximal order @ = End(E) C B,  can be computed as
the right order of I.

Solving EndRing. From Q, we can extract efficient isogeny representations for
a list of endomorphisms comprising a basis of End(E). Using the connecting
N-isogeny ¢, we get the embedding of rings

t: End(E) — End(Ey) ® Q = By s ar (pVoaod)/N
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from which we obtain Q = «(End(E)) C +End(Ey). Hence, a quaternion v € Q
corresponds to the endomorphism ¢ =1(y) = (¢ oy o ¢V)/N. As ~ itself is of the
form o/ N for some oo € End(E)y) (for which we know an efficient representation),
we recover a representation for :~1(y) € End(FE) by dividing the composite
isogeny ¢ o o ¢¥ by N?2: see [30, Algorithm 3] for the case of powersmooth N
and [24, Algorithm 1] for an unconditionally polynomial-time version. Applying
this procedure to a Z-basis {1,741, 72,73} of Q, yields a basis of End(E) in efficient
representation.

Isogeny-to-ideal. The isogeny-to-ideal translation was described in [14, §6.2]
for the prime-power-degree case. We briefly summarize (a slight generalization
to arbitrary smooth degrees of) the approach.

Suppose ¢ = ¢, 0---0¢; is an isogeny where every step ¢;: E;_1 — E; (with
E,, = E) has prime degree deg ¢; = ¢;. Moreover, let (P, Q) be a basis of Ey[¢1],
and (g, a1, g, a3) a basis of End(Ep) ® Q. For all steps k € {1,...,n}:

— Let ¢g_1: Ey = Er_1 be an isogeny of degree coprime to £x. (If ¢p_10- -0
happens to be coprime to £, we can set ¥,_1 = ¢p_1 0 - 0 ¢g; otherwise
a suitable ¥;_1 can be constructed from ¢p_1 o --- o ¢g using the KLPT
algorithm [21].) Denote by ¢, = (¢r—1)*¢r the pullback of ¢ to Ey via
b1 [13, §41] and let Ky = ker ¢y.

— Translate 95 to an ideal Ji: for ¢ € {0,1,2,3} compute (x;,y;) such that
a;(Ky) = z;P + y;Q. Using linear algebra, find a linear combination o =
>, a;a; such that ker(o) N EY;] = Kj. Set J, = (b, ).

Finally, return I, =[], J.

6.2 Concrete security of SQIsign

In this section, we give bounds on the time complexity of HyperSolver for the
primes p used in version 2 of SQIsign [1]. Below we detail the analysis at NIST
security level 1, and refer to Table 2 for the primes at higher security levels.

For all SQIsign primes, all orientation and neighbourhood tests are worth it.
According to Corollary 3.12, the number of curves that need to be explored using
HyperSolver (Algorithm 2) before succeeding follows a geometric distribution
with parameter r given by Equation (5). For the SQIsign level-1 prime p =
5-2248 — 1, we numerically compute r ~ 3.835 - Tp-

Upper bound Level 1. Recall that we can amortise the costs of the railings of
the ladder to 1M,, with moderate memory resources (Example 3.4). Using Equa-
tion (4) and numerically approximating the class number to be #cl(Z[(/—p +
1)/2]) = 2124857 (50 1), = 12h/p = 27121-879) " we get a final expected cost of

Cost(HyperSolver,, ) 145M,,

~ ~3.89-p'/2 M, ~ 212712 M, 6
P(Success) 3.835 -1y, p p P (6)

According to NIST security considerations [26], Security Level 1 asks for a classi-
cal complexity of 2143 gates. Whether the SQIsign level-1 parameter set formally
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respects this security criterion depends on the complexity of field arithmetic, that
is, whether one can build a circuit for F,-multiplication in less than 2'°-%% gates.

Lower bound Level 1. Disregarding amortised costs, and using the same con-

servative assumptions on relative cost of arithmetic made for Equation (4), we
obtain a lower bound 2126262 M,,.

Table 2: Expected cost of HyperSolver for SQlIsign [1]

Level  Gates Prime Upper bound (M,)
I 2143 59248 1 3880 /p~ 212712
1T 2207 652870 — 1 ATT5/pm 2932
Vo222 97.950 _ 1 5655, /p & 220488

Comparison to SuperSolver. For the same prime, our result improves on Super-
Solver by a factor 6.34, excluding additions from the arithmetic cost for both
algorithms. Indeed, while we use 101M, with a success parameter r, - 3.835,
SuperSolver (with slightly improved algorithms for modular polynomials!®) re-
quires 1473M,, per step (this includes half of a square root and inspecting 30
neighbours), and has success parameter r =), - 9.00.'7

16 See estimator/instantiation_optimisations.py.
17 See estimator/hypersolver_vs_supersolver.py.


https://codeberg.org/hypersolver/hypersolver/src/main/estimator/instantiation_optimisations.py
https://codeberg.org/hypersolver/hypersolver/src/main/estimator/hypersolver_vs_supersolver.py
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A Lemma on small endomorphisms

Lemma A.1. Let j,jn, jm be pairwise distinct j-invariants such that jy is £-
isogenous to j. Then

# 4G dnsdm) | deg(g(js s jm)) = 2} € O((nm)?).

That is, for uniformly distributed 5, g(J, jn, jm) is overwhelmingly likely to have
exactly one root when n,m € o(p).

Proof. Let j(Epm),j(EL,,) be distinct roots of g(J, jn, jm). From the following
diagram of cyclic isogenies

Sa /H/J, J,w ; wﬂ,

Pm
w\/) E;Lm

m

we obtain the E,-endomorphism o = (/)" ¢!, (¢n)" ¢m. If o is scalar, it must be
o = [nm] because deg(c) = (nm)2. This implies [m]¢’, ()" = [n]el, (¥m)" and
that ¢/ (¢,)" = [n]0 for some isomorphism #: E' ~— E,n,, a contradiction to
J(Enm), j(Enm) being distinct. As such, g(j, jn, jm) having at least two distinct
roots implies that FE, has a non-scalar endomorphism of degree (nm)?. The
number of such curves is O((nm)?) [23, Prop. B.3].

Conversely, if g(j, jn, jm) has a double-root j(E,,,), then E,,, E,,, have a
double edge in the m-isogeny graph, something which occurs at most 24(2¢ — 1)
times [2].

B Lemmas about /—£p

Throughout this section, let x®) denote the Galois conjugate of an isogeny .
The following lemma presents a generalization to inseparable isogenies of the
fact that an endomorphism of degree <p/4 on a supersingular curve defined
over [F,, that anticommutes with Frobenius must have trace zero. (A similar,
although formally a bit weaker, statement appeared in [16, Lemma 4.4].)

Lemma B.1. Let E/F,: be a supersingular elliptic curve and E 5 E®) i> E
its p-power Frobenius isogenies. Assume E(Fp2) = E[p+1] or E(F,2) = E[p—1].
Given an isogeny 1: E — E®) of degree { < p/4, define yu:= 7' o1p € End(E).
Then u satisfies pu? = [—p].
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Proof. Tt is clear that deg(p) = ¢p, so we only have to prove tr(u) = 0. First,
from the assumption E(F,2) = E[p =+ 1], note that n#’om = [Fp|, hence 7’ = Fr".
Then

tr(p) = 7'y + 1/Jvﬂ"v =Yy FYVr =7y F Tr'(wv)(p) =no(F (w\/)(p)) .

Write ¢ = (V). Since tr(u) € Z, we must have p | deg(v) F1'). However, the
Cauchy—Schwarz inequality [31, Lemma V.1.2] shows

deg(¢) F ¢') < deg¢p + deg ¢/ +2+/deg ¢p deg o)’ = £+ £ +2VE% = 4¢.,

If deg(¢F ') is nonzero, its divisibility by p implies p < deg(v) F ') < 4¢, which
blatantly violates the assumption ¢ < p/4. Thus, only the case deg(y) F ') =0
is possible, which implies ¥ F ¢’ = 0 and therefore tr(u) = 0. O

Remark B.2. There are counterexamples to this statement when ¢ > p/4.

Remark B.3. The converse holds unconditionally (for p { £): An orientation by
v/—fp induces an f-isogeny to the Galois conjugate. This is because all p-isogenies
are purely inseparable in the supersingular case, which means any endomorphism
of degree ¢p must decompose as an f-isogeny followed by Frobenius.

In the paper we’ve seen how to reduce Problem 2.2 to Problem 2.4 over F.:
Given a small degree ¢, we need to construct a curve with known endomorphism
ring that carries an orientation by Z[/—¢] or Z[/—Fp]. Bréker’s algorithm han-
dles the case of Z[v/—f] and outputs an F,-curve with an orientation by Z[/—/],
and the full endomorphism ring of such a curve can easily be computed from
this data. The following lemma shows that the same special curve also carries an
orientation by Z[/—¢p]. (For small ¢, this approach is both simpler and faster
than the more general construction of [34, Lemma 4].)

Lemma B.4. Let p > 5 be a prime and let E be a supersingular elliptic curve
defined over F), with Frobenius endomorphism w. Consider a v € End(E) such
that ¢ o = —m o 4p and write ¢ = deg1). Then p := m o) satisfies p? = [—Lp].

Proof. First, note that tr(¢)) = 0: Indeed, using the fact that 72 = [—p], we get
7o [ir()] = mp + mp = —pm — Ve = [—tx(apr)].

Since 7 ¢ Z, this equality can only hold if tr(y) = tr(¢m) = 0. Therefore we get
¥? = [—/], which implies

¢* = (m)(m) = m(Ym)y = m(=m)p = —m*p? = —[—p][-€] = [~Lp].
Alternative proof: A quaternion order containing i and j also contains k. a

The following lemma shows the fact that curves that simultaneously admit
two distinct orientations by orders of the form Z[/—d;p] occur very rarely in the
supersingular isogeny graph.
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Lemma B.5. Let p be a prime number and dy,ds distinct positive integers with
d; < p/4. Let S,z be the set of supersingular j-invariants over Fp2. We have

#{j € Sp2 | j admits an orientation by Z[\/—d;p] for both i =1,2} € O(dydy).

Proof. By Remark B.3, there are two non-equivalent isogenies v; o E — E®) of
degree d;, therefore F has an endomorphism of degree d;ds. Thus, the j-invariant
j(E) must be a root of the univariate polynomial f(x) = @4, 4, (z,x), where @,
is the f-modular polynomial. The conclusion follows by considering the degree
of the modular polynomial.

C Instantiation of small-degree modular polynomials

Algorithm 4 Optimized computation of Na(j1, ja)-

t1 1488 - j1 > 2Mp
ay < 7]12 + t1 — 162000 + jo > 1ap + 23112 + 15112
az < j1(t1 +40773375) + 8748000000 + a;j2 > 2a;, + laye 4+ 152 + 1M,
return 22 + a1z + az > Total: 3a, + 2M;, + 3a,2 + 15,2 + 2M2

Algorithm 5 Optimized computation of N3(j1, ja)-

1 <+ 8900222976000 - 71 > 2M,,
ty 2232 j; > 2M,,
t3 j% > 1Sp2

¢  —770845966336000000

co + 1855425871872000000000

ay < ji1(—ts + ta — 1069956) + 36864000 + jo > 2ay, + 2a,2 + 1M2
az < t3(ta +2587918086) + t1 + 452984832000000 + a1 j2 > 2a, + 23,2 + 2M,,2
as <+ j1(—1069956 - t3 + t1 + c1) + c2 + azj2 > 2a, + 2ap2 + 2M,, + 2|V|p2
return z° + a122 + a2 + as > Total: 6a, + 6My, + 6ap2 + 15,2 4+ 5M,;2

D More precise probability analysis of linear walks

In this section we provide another proof of Lemma 3.6, where we argue more
precisely about the big-O approximation terms in the success probability of a
linear-walk search for the IFp-subgraph.

Proof. Write ro = rp0, E(0) = £(O), and f; = fi0, for O = Z[\/—p]. Let
P, :=P(Vi<n E; ¢ S,) be the complementary probability of the one we want to
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estimate. P, 1 with P the probability that the endpoint of the path is adjacent
to the ), subgraph and that the last step is the ascending isogeny towards IFp,.
As there are approximately f; - #£(O) nodes adjacent to the F,-subgraph and
(with O(1) exceptions) only one of the isogenies leads to the F, subgraph

For n = 1, the non-backtracking walk is just a uniformly random supersingu-
lar elliptic curve, thus we can see P; =1 — #8,/#S,2 = 1 — rp. The conclusion
follows by induction if we prove P11 = P, - (1 — fo/({ + 1) 1o + O(nrd)).

The latter statement follows from heuristic graph-theoretic arguments on
non-backtracking random walks.

The probability P, is the ratio between the number of length-n directed non-
backtracking walks on G and the number of length-n directed non-backtracking
walks in Gp. As G, is (€ + 1)-regular, the latter is (€ 4+ 1) - 0"~ - #82.

The former quantity can be estimated using the Hashimoto matrix (non-
backtracking matrix) of Gy(IF,2) (see [28] for details). Let A2 be this matrix
and e the vector with all components equal to 1. As G2 is an expander graph,
we have that Agzv rapidly converges to e for all v. The matrix A counting
non-backtracking paths in G is very close to £A,2; more precisely, the row cor-
responding to an edge v; is the same in A and £A,» whenever the end vertex of
an edge is not adjacent to IF,.

If we let e be the vector with all components equal to 1, and r = fe — Ae be
the vector representing the “missed” edges that would lead to the F, subgraph.
Note that the nonzero components of r are at most fy#E(O) (corresponding to
the edges ending in a vertex adjacent to F,). First note that e e = ||e||; is the
number E = (¢ + 1)#S,2 — Lfe#E(O) of directed edges in G, while e r is the
number of directed edges whose end node is adjacent to IF,,. By the structure of

Go ¢ we have elr _ ro-Lfe/l + 1.

ele
The number of non-backtracking walks of length n is e A™e, that is,

n—1
el (("e+ Z AN
i=0
So we have
Po1 el Avtle  (0+1)- "1 H#S,e | — el A™(Ae — le) B el Ay
P, (L 1) A #S,e el Are B LeT Ane ~ leT Are

Similarly, we have e’ A ~ fe — r ' A: indeed, for each of the edges v; whose
end node is adjacent to F,, (for these ¢, r; # 0, or better r; = 1 except in a
negligible fraction of the cases), the possible next edges in G (corresponding to
the nonzero components of 7' A) miss one ingoing edge. We now compute

el Anr  (reT 4T YN AN,
leT Are  pntleTe 4T Z:L:_Ol n—1—i fip

The expressions of the form r" A’r/e" A'e are instead in O(r3): indeed, this
is the portion of nodes that starts and end in one of the edges r; # 0: Such paths
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are O(1) for small 4, and by the rapid mixing properties of the supersingular
isogeny graph, (as the endpoint of a path tends to be uniformly distributed)
rT A'r tends to be a fraction a of all the r" A’e paths starting from nodes in
r, with o = ||r]|1/]|e]]1 € O(ro). Expanding the expressions further, we notice
then that all terms of the form e” A'r/e” A’e are in O(re).

By expanding the above expression in terms of powers of rp, using (e'e +
el S A T = (eTe—eT 30, m7 171 Afr) /e Te, we note the leading term
of (eT Anr/(teT A™e)is e r/(te"e) = fi/(£+1)ro, followed by O(n) terms lying
in O(r3).

This shows Pni1/P, — 1= fo/({ + 1)ro + O(nrd) as desired.

E Exploring along a tree

Searchery (resp. SuperSearchery) [9] tests for Fp-ness (resp. performs the same
tests as SuperSolver) on each visited node, but explores nodes in a 2-isogeny
tree of height h centered at a random starting curve, instead of walking linearly.
We analyze here some consequences on the expected number of visited nodes,
compare our predictions with the theoretical estimates of [9] and run experiments
to gather relevant data on the matter.'®

The algorithms in [9] are applied to specific prime characteristics: namely,
HD-friendly primes as the ones used in SQIsign, satisfying p = 7 (mod 8): in
the following, we assume given such a prime p.

Let O = Z[\/—p] and #&(O) be the number of floor F,-nodes in Go(F2).
By the local tree-like structure of isogeny graphs, there are at most #&(0) - 2¢
nodes at distance d from Go(F,), and #&£(0) - 29+ at distance at most d.

To make the probability of hitting an F,-node (resp., a distinguished node)
in the tree reasonably close to 1, we need #&(Q) - 2% ~ #8,2 (vesp. #£(O) -
200+ (1 + 37, f1) ~ #8,2). A tree of height d contains approximately 3 - 2¢
nodes; by the relation #&(0) = #S5,/2 that holds in the considered prime
characteristics, in the case of Searchery we have d ~ logy(S,2/S,): the expected
number of visited nodes is 3 - Sp2 /S,.

It is noted in [9] that, for a given d, we're not sure to find a special node in
the tree, given that the tree is centered in a random node, explored depth-first
starting from a random branch and the special node is itself randomly located.
the author takes this failure probability into account, but does not consider the
fact that the visited nodes are (not independently random) nodes of a tree, nor
the discrepancy between the number of IF;,-nodes and floor nodes. Therefore, the
cost claimed in [9] is underestimated by a factor between 2 and 3.

Remark E.1. For comparison, in the setting of Lemma 3.6 (a linear walk with
¢ = 2 and no neighbourhood detection) the expected number of visited nodes
is the same: 3 - S2/S,. Indeed, the probability of hitting F,, in exactly n steps
essentially follows a geometric distribution with parameter 2/3 - ro = r,/3.

8 See estimator/walk tree.py.
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Remark E.2. If d is increased from dy to dy + h, the cost of exploring a full
tree increases by a multiplicative factor 2" but the expected number of special
nodes in the tree (inversely proportional to the expected number of visited nodes)
increases too. If d is decreased to dy— h, the cost of exploring a full tree decreases
by a multiplicative factor 2", but with probability 1 — 27" a full tree yields no
solution and we are forced to explore more (random) trees (the number of trees
we need follows a geometric distribution) until we find a special node. In both
cases, experiments'® suggest that the expected cost stays constant as d varies.

In [9], variants of SuperSearchery using 4- and 12-isogeny trees are proposed.
These perform better than the variant with 2-isogenies, but are more complex to
analyze. For a more thorough theoretical framework analyzing depth-first tree
exploration in isogeny graphs, we refer the reader to [11].

F Negative results

In this section, we review a number of ways one can tweak the (2,3)-isogeny
ladders that we used in the paper to explore isogeny graphs, and argue why
these tweaks turn out to be essentially ineffective.

Using isogenies instead of modular polynomials. Chi-Dominguez’s work [9] im-
proves upon the cost of SuperSolver [10] for specific characteristics, by using
IFp2-rational 2"-torsion points and 3-radical isogenies.

One might try to apply these ideas to Algorithm 2 to optimize our ladder
explorations by using rational 2- and 3-isogenies instead of modular polynomials.
However, this does not lead to improvements.

Indeed, we analyze here the cost of computing a pushout as in Section 3.1. For
a given curve E¢ in the ladder (see Figure 1), we should store a triple (A%, P2, Q%)
consisting of the Montgomery coefficient of the curve E{ and torsion points
P¢ € E42] and Qf € EZ[3]. Given data for E¢" and Ef !, retrieving the data
relative to the pushout curve Etd requires computing the Montgomery coefficient
A¢ of the codomain of a 2-isogeny, evaluating a 2-isogeny and a 3-isogeny (with
kernel generated by PZ~1, Q%1),_; respectively) and finally retrieving the j-
invariant from A¢. To optimize the cost (at the expense of memory usage) we
can perform all computations projectively (including the check of definedness
over ).

Exploiting the symmetry of the isogeny formulas in the Montgomery model,
we can retrieve the extra 2-neighbour 7,4 of E{~! (see notations of Figure 3).
Given the obtained nodes, we can check whether both are in F,,, or whether Ed
is oriented by Z[/—2p] by comparison with its 2-neighbours.

Following the costs referenced in [9], we have:

1. Finding the codomain costs 25,2 + la2

19 See estimator/walk_tree.py: we tested tree heights between do — 5 and do + 8,

with do = log, r;%[\/jp] for Searcher and do = log, r;é[\/jp]/(l + 220 fozy=p) for
SuperSearcher, as in the discussion above.
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Evaluating a 3-isogeny costs 4M,2 + 25,2 + 4a,,

Evaluating a 2-isogeny costs 4M,2 + 6Gape.

Computing a j-invariant costs 2M,2 + 4S,,> 4 8a,2 each.

Checking whether the ratio u/v is in Fy,, for u,v € )2, costs 2M,,.
Checking whether two ratios u; /v; and ug/ve are Galois conjugates amounts
to comparing the products u;7s and wsv;. Most of the time we can just
check equality of the F,-component (the ”real parts”), so we can use 4M,
per comparison.

S Ov s W N

The total number of multiplications is
1252 + 12M,2 + 12M,, = 72M,,

which is larger than the cost 41M,, of a single pushout in Algorithm 2, and does
not easily allow for the inspection of the other 3-neighbours, therefore providing
a lower success probability than our algorithm.

Surprisingly, a large part of the cost is given by the computation of j-
invariants. Moreover, as the j-invariants are computed projectively, performing
oriented neighbour detection becomes much more expensive than in the affine
case. Either inverting a j-invariant or evaluating an ¢-modular polynomial at it
projectively, for an ¢ € {2,3}, exceeds the cost of 50 multiplications, hence does
not improve the overall cost either.

Further neighbourhood inspection. Running neighbourhood inspection (see [10]
and Section 2.4) with primes ¢ > 3 is not rewarding either.?’

The cost ¢y of inspection around a given node for a given prime ¢ equals
at least the cost of instantiating the /-th modular polynomial summed together
with the cost of an inversion-free gcd. As £ > 3, we cannot use non-backtracking
modular polynomials, so we have ¢, > 4(¢+1)% —9M,,, and the added summand
in the success probability factor is z¢ = f2.0f3,0fr.072,3,0/12 (where we used
fa,0 =2, fo,0 < £+1). Performing an extra test is convenient (:.e. decreases the
overall cost) if and only if the ratio R = ¢¢/z; between the cost and the success
probability of the test is lower than the corresponding ratio R’ of the algorithm
without the test; in this case, we always have R > R’. In Algorithm 2, ignoring
orientability detection, the cost per visited node is of 85M,, with a success proba-
bility factor of fo o f3.0 fe,072,3,0-7/12. We see that ¢-neighbourhood inspection

. . . 4(0+1)% -9 4(¢+1)*—9 .
is not convenient observing that R/R' = ( szg % > A 7 +)1 7/85 is always

larger than 1.

Further orientability detection. Consider now orientability detection by a prime
¢ > 5. As above, assume we’d have to evaluate the ¢-th modular polynomial. On
its own, the cost is (3¢24-¢+3)M,, [11, Lemma 1], and the success ratio fa f3/12-7;.
Approximating ry with «- ), for some o 2 1, and fo = 2, f; = £+1, the resulting
cost-per-node ratio is expected to be around 3/2 - (3¢2 4+ £ + 3)a~'r; !, This is

P
only helpful in the rare cases when r¢/r, is sufficiently large; experimentally, for

20 For experimental verification of this claim, see estimator/hypersolver_vs_supersolver.py.
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most primes this is not the case. Moreover, further orientability detection would
complicate the code base and introduce memory management issues, which are
detrimental for our goal of an optimized implementation for GPU (which is by
design memory-contrained), therefore we don’t consider this as a viable opti-
mization of our algorithm. Note, however, that /-orientability detection shares
considerable computation with ¢-neighbourhood inspection; this could lead to
further speedup in the aforementioned rare cases.

Mizing ladders and trees. As seen in Appendix E, exploring a tree does not
improve the expected number of visited nodes when compared to a linear walk,
but lowers the cost per visited node. One might thus think to replace the outer
2-wall with a 2-isogeny tree. This indeed halves the cost of generating the outer
wall: every square root we compute gives two nodes instead of one. However, in
our algorithm, the cost of the outer walls is already amortized out and is almost
irrelevant in the final complexity; on the other hand, the cost per pushout (dom-
inating in the complexity of Algorithm 2) would be left the same. That is, this
optimization would yield negligible performance gains while, as above, compli-
cating the implementation and introducing memory management problems.

Multi-dimensional (€1, La, ..., lmy)-ladders. Consider extruding the (2, 3)-isogeny
ladder Figure 1 in one extra dimension, via the use of an extra prime f3 > 3. As
in the approach above, this would help amortize the cost of the outer sides of the
ladder. On the other hand, using larger primes make pushouts more expensive,
thus increasing both the time complexity and space complexity of our algorithm.
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