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Abstract. There are two kinds of cryptographic group actions: restricted
and unrestricted. While unrestricted actions like (qt-)PEGASIS are needed
for more advanced constructions, restricted ones like dCTIDH are suffi-
cient for instantiating a NIKE and usually much more efficient.

In this work, we propose CORAL, a significantly faster algorithm to evalu-
ate the same action as (qt-)PEGASIS, but in a restricted fashion; CORAL
only computes two-dimensional 2-isogenies to evaluate the action and
outperforms both recent unrestricted (KLaPoTi, (qt-)PEGASIS) and (re-
stricted) CSIDH-based approaches (SQALE, dCTIDH). In essence, CORAL
trades off unrestrictedness for efficiency.

Our unoptimised C implementation evaluates a group-action in 240 ms
with a 2032-bit prime. When used to construct a non-interactive key
exchange, CORAL yields an actively secure post-quantum NIKE with
compact public keys (e.g. 256 bytes for 2032-bit primes).
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1 Introduction

Cryptographic group actions are a powerful framework for constructing public-
key primitives in the post-quantum setting. Recall that group actions * : G x
X — X are compatible with the group law, i.e. satisfy g x (¢' x ) = (g9¢') *x x
for all g, ¢, z, and are said to be cryptographic if it is hard to recover g from the
pair g * x, x.

This framework, first proposed by Brassard and Yung [BY91] and later de-
veloped by Alamati, De Feo, Montgomery, and Patranabis [ADMP20], naturally
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generalises group exponentiation and so gives rise to many cryptographic prim-
itives known from discrete-log assumptions. Indeed, in direct analogy to their
discrete-log counterparts, one can construct non-interactive key exchange [Cou06,
RS06,CLM™18|, signatures [DG19,BKV19|, blind signatures [KLLQ23,HLM*25|,
threshold protocols [DM20], oblivious pseudorandom functions [BKW20,HHM*24],
verifiable random functions [Lai24], and more [ADMP20] using cryptographic
group actions. Importantly, these primitives are secure in a post-quantum set-
ting when instantiated from the class-group action on elliptic curves, the only
known post-quantum (commutative) group action. A notable absence from this
list of constructions are Schnorr-type signatures [Sch90], precisely because there
is no (efficiently computable) group structure on public keys.

In 1996, Couveignes [Cou06] and later, independently, in 2006 Rostovtsev and
Stolbunov [RS06] suggested the class-group action on ordinary elliptic curves for
cryptographic applications; and in 2018, by translating these ideas to supersin-
gular curves, Castryck, Lange, Martindale, Panny, and Renes [CLM'18] were
able to construct the first practical post-quantum cryptographic group action
CSIDH with runtimes measured in milliseconds instead of minutes. This sparked
a long line of research into high-performance, constant-time variations of CSIDH,
with parameters tuned for post-quantum key-exchange (e.g. [BBCT21,CSCJR22,
CHMR25]).

The parameters underlying CSIDH inherently define a polynomially-sized set
of class-group elements g1, ..., g, by which the action can be efficiently evaluated
in practice. By forming small products g. = ¢5'--- g5 and acting iteratively,
one obtains a practically efficient evaluation algorithm for an exponentially-
sized subset of the class-group. The runtime of this algorithm is linear in the
{1-norm ey + - - - + e, of the exponent vector e = (ey,...,ey): there is no notion
of square-and-multiply for group actions.

Only acting with group elements in this small-product form is sufficient for
non-interactive key-exchange (and more, e.g. [ADMP20]), but becomes a limi-
tation for signatures (and more, e.g. [DM20]). Indeed, CSIDH cannot evaluate
the action of an element g if it is not written as the product of the g;; and even
when it is g = g., the @(¢1(e)) runtime prohibits large e;. This makes CSIDH a
restricted cryptographic action [ADMP20].

As already noted by CSIDH, it is possible to reduce arbitrary group elements
ge (i.e. with potentially large exponent-vector entries) into small products at run-
time if the structure of the class-group is known. Although (pre-)computing the
structure generally has subexponential complexity [HM89], Beullens, Kleinjung,
and Vercauteren [BKV19] demonstrated that it is feasible for the CSIDH-512 pa-
rameters through a 170 GHz-core-year (pre-)computation. Using the class-group
structure, they could “unrestrict” CSIDH-512 with minimal overhead to deliver
the first unrestricted cryptographic group action, and construct from this the
signature CSI-FiSH.

Since the class-group is commutative, its action is susceptible to subexponen-
tial quantum attacks based on Kuperberg’s algorithm [Kup05, Kup13]; careful
analysis of which has led to the concrete quantum security of CSIDH-512 be-
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ing called into question [BS20, Pei20]. Since class-group-structure computations
for larger CSIDH parameters are out of reach, there was interest for alternative
scalable constructions.

The SCALLOP family [DFK*23, CLP24, ABET25| realises this goal, albeit
with significantly degraded concrete performance, by considering (class-groups
of) imaginary quadratic orders of carefully chosen large conductor. The struc-
ture of these class-groups could be computed with modest resources in practice,
despite the (pre-)computation still being asymptotically sub-exponential. While
there are possible time-complexity tradeoffs between the class-group structure
pre-computation and the runtime decomposition into small products, no config-
uration allows for a fully polynomial-time evaluation algorithm [Pan23].

In 2023, Page and Robert finally developed a polynomial-time unrestricted
algorithm Clapoti to evaluate the class-group action [PR23|, using the higher-
dimensional techniques developed in the SIDH attacks [CD23, MMP 23, Rob23]
central to which was Kani’s lemma [Kan97, Th. 2.3; Rob23, Lem. 6]. Notably,
this algorithm does not require decomposing class-group elements into small
products, and in particular does not need to know the class-group structure.
From this polynomial-time algorithm sprung concretely efficient implementa-
tions, KLaPoTi [PPS25] and PEGASIS [DEFT25]; and later the improvements
qt-PEGASIS [DEIV25, DD26], which vastly outperform all SCALLOP-like con-
structions, but are still significantly slower than CSIDH.

While these works unlock the full range of constructions from (unrestricted)
group actions, they each have their practical bottlenecks which are especially
expensive at the parameters considered necessary for quantum security (2048
and 4096 bits [Pei20, BLMP19]): (qt-)PEGASIS uses four-dimensional isogenies,
while KLaPoTi works in dimension two, but requires very large base-field sizes
with respect to the class-group size.”

Despite the large body of work on unrestricted actions, we point out that the
fastest implementations of restricted actions [WLLZ26,ZLL"26] still outperform
their fastest unrestricted counterparts [DEIV25,DD26] by a factor of around 32
(at 4096 bit discriminants, see Table 4). While much faster, these restricted
actions are fundamentally incompatible with the unrestricted ones, e.g. if one
uses a (faster) restricted action for NIKE, one would still need to use a (different,
slower) unrestricted action to do signatures with.

Our contributions. We present CORAL,% one of the fastest restricted class-
group evaluation algorithms to date, that is still compatible with the unrestricted
(qt-)PEGASIS actions. More precisely

— By picking the same field characteristic p and same action of Cl(Z[ /—p]) as
(qt-)PEGASIS, CORAL may be viewed as a lower-dimensional (and thus more
efficient) restricted version of (qt-)PEGASIS. As such, CORAL can be com-
bined with (qt-)PEGASIS to accelerate more advanced primitives constructed
from group-actions.

5 The cost of isogeny computations in dimension g is exponential in g.
5 COmmutative Restricted Action from Lower-dimensional isogenies.
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— Our unoptimised C implementation performs one group-action evaluation in
240 ms for a 2032-bit discriminant and 1780 ms for a 4084-bit discriminant.

— The key ingredient of our construction is an algorithm to sample elements of
the class-group whose action can be computed concretely efficiently using a
single chain of two-dimensional 2-isogenies, inspired by techniques of [NO24].

— The distribution of the sampling algorithm appears not to admit a meet-in-
the-middle attack, and so we are able to sample from a set of size 2* inside a
significantly larger class-group, similar in flavour to [CSCJR22, CHMR25,
Hou25|]. This provides classical security against brute-force search, while
the large class-group resists quantum attacks of subexponential-complexity
based on Kuperberg’s algorithm.

Technical overview. Similarly to CSIDH, CORAL is a restricted algorithm to
compute the action induced by the Frobenius orientation, but does so for the
exact same parameters as (qt-)PEGASIS.

The Orientation. Like (qt-)PEGASIS, CORAL evaluates the action of Cl(Z[(7 +
1)/2]) on Z[(1 + 7)/2]-oriented curves with p = ¢2f — 1, where c is a small odd
cofactor. Recall that Z[(1 + 7)/2]-oriented curves are defined over F, with F-
rational 2-torsion and are on the surface of the 2-isogeny volcano [CD20,FMO02,
Sut13,DG16]; moreover, Cl(Z[(7+1)/2]) = C1(Z[r]) when p = 7 (mod 8) [FHL" 26,
Lem. 4.3], allowing for a slightly simpler representation of class-group elements
(i.e. requiring only integer coefficients). Similarly to (qt-)PEGASIS, computing
the action on the surface allows us to work over IF), instead of F,> which signifi-
cantly improves performance.

Two-dimensional evaluation. As shown in Clapoti [PR23, Prop. 2.1], given two
equivalent ideals a, b of coprime norms inside an imaginary quadratic order O,
one can apply Kani’s lemma to embed the one-dimensional isogenies ¢4, @p into
a two-dimensional N-isogeny ®: E? — E, x Eg, where N = N(a) + N(b) (See
Section 3.2). When N is smooth and the N-torsion defined over a small extension
(i.e. accessible), the codomain of @ can be computed in time polynomial in
log(p), log(disc(Q)) to obtain FEq, i.e. the action of [a] = [b] on E.

Prior unrestricted algorithms. Finding (equivalent) representatives a, b of a given
class [¢], with suitable N = N(a) + N(b) (i.e. smooth and E[N] accessible) ap-
pears to be difficult. Clapoti unconditionally circumvented this issue by employ-
ing eight-dimensional isogenies to obtain a polynomial-time algorithm; and sug-
gested a four-dimensional heuristic version which was later refined in (qt-)PEGASIS
to obtain an efficient algorithm using (four-dimensional) 2-isogenies. KLaPoTi [PPS25]
took an alternative approach: by translating the problem of finding two equiva-
lent ideals with suitable N into a problem of finding a quaternion of a smooth
norm, they were able to apply the KLTP algorithm [KLPT14] to find a, b. How-
ever, in order to obtain a suitable N = N(a) 4+ N(b) from KLPT, p must be of
size log(p) ~ |disc(O)|? (as opposed to = |disc(O)| in (qt-)PEGASIS), increasing
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the cost of field arithmetic, and preventing the use of the Frobenius orientation,
which is more efficient (in both time and bandwidth).

Our restricted algorithm. Despite suitable a,b being difficult to find for a pre-
determined class [c], it turns out that the set C. of all classes represented by
pairs a, b satisfying N(a) + N(b) = 2¢ is heuristically of size ~ 2°p~1/2 (See
Section 4.1). By solving a relatively straightforward norm-equation, we are able
to directly sample equivalent ideals a’,b" with N(a’) + N(b") = 2¢, representing
some a priori unknown class [¢’] in C.. Precisely because we cannot arbitrarily
choose the class [¢'] in C., we obtain a restricted group action.

Our ideal-sampling algorithm. Letting a,b C Z|7] be equivalent ideals with
N(a) + N(b) = 2°, we observe that ab is generated by an element = x + ym of
norm

2% + y%p = N(0) = N(ab) = N(a)N(b) = 22(¢~Y — 42, (1)

where a = 2°~! — N(a) = N(b) — 2~ L. Importantly, the converse also holds: any
6 in Z[r] of norm N(@) = 22(¢=1) — 42 yields equivalent ideals

a= (21 —a,0)Zx], b=(2"+a,0)Z[]

of norms N(a) = 27! — a,N(b) = 2°7! + a so that N(a) + N(b) = 2° (see
Lemma 3.1). Moreover, if N(0) is odd (i.e. a is odd), the norms N(a),N(b) are
coprime.

As such, it suffices to find integer solutions (z,y,a) with y,a odd to Eq. (1)
to find 6 and consequently write down coprime-normed equivalent ideals a, b
representing a class in C.. We can do this efficiently by sampling random (odd) y
values until it is possible to decompose 22(¢~1) —42p into the sum of two squares
using Cornacchia’s algorithm [Cor08, MN90]. Indeed, rearranging Eq. (1), we
obtain the central norm-equation to be solved

92(e=1) _y2h — 42 4 o2,

Smaller key space. Recalling that C, is of size ~ 2¢p~1/2, it suffices to randomly
sample from C, with e ~ log(p)/2+ \ to obtain a key-space of size 2*. Notably, it
is not necessary to iteratively act with an exponent-vector of elements to obtain
a large key space, as the CSIDH family does. In fact, unlike the CSIDH-family,
a key-space of size 2* suffices because the C, sets apparently do not decompose
into non-trivial products of sets C. = L.R., and so meet-in-the-middle attacks
do not apply. As argued by SQALE [CSCJR22, Sec. 4] the complexity of Kuper-
berg’s algorithm [Kup05, Kup13]| for solving the group action inverse problem is
exp(O(|CI(Z[r])|'/?)), i.e. sub-exponential in the size of the ambient class-group
and not the key-space. As such, we may choose e ~ log(p)/2 + X and log(p) in
©(A?) to obtain both classical and quantum security (precise bit-complexities of
Kuperberg’s algorithm are difficult to evaluate [BLMP19, BS20, Pei20]).
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A small and efficient post-quantum NIKE. As with CSIDH, CORAL can be used
to construct an actively-secure NIKE directly from the axioms of a (restricted)
commutative group action: key generation consists of sampling an ideal class [sa]
and evaluating it on a fixed public curve Ej to obtain a public key Ea = [sa] Ep;
the shared secret derivation is done the same way, but starting from another
party’s public key i.e. the shared secret with Bob is given by ssag = [sa]Fg =
[sg] Fa. Both parties obtain the same shared secret precisely because the class-
group is commutative.

Organization. We first present the CORAL group action in Section 3, describing
the ideal sampling algorithm and the restricted action. Section 4 provides a
thorough security analysis, including a theoretical and experimental analysis of
the distribution of sampled ideals in the class group. Finally, we discuss our
implementation results in Section 5.

2 Preliminaries

Notation. We use standard notation from algebraic number theory and isogeny-
based cryptography. In addition, Pr is the probability function. The logarithm
log is in base 2 and the natural logarithm is denoted by In. Random sampling is

denoted by & Ordered pairs are denoted by parentheses.

2.1 Elliptic Curves and Isogenies

We refer the reader to [Sil09] for a thorough treatment of elliptic curves and iso-
genies, and [De 17] for a concise introduction with a view towards cryptography.
Moreover, we refer to [CLM™18] for an introduction to the isogeny class-group
action on curves defined over I, and to [CK20, Onu20| for arbitrary orienta-
tions. Finally, we refer to to [ADMP20] for cryptographic applications of group
actions.

Elliptic Curves. We recall that elliptic curves are abelian groups described by
polynomial equations, and are exactly the set of one-dimensional principally po-
larised Abelian varieties. They have both arithmetic structure (they are groups)
and geometric structure (they are projective varieties). An elliptic curve defined
over a field with positive characteristic p is supersingular if the p-torsion is triv-
ial [Sil09, V.3].

Isogenies. An isogeny between elliptic curves (or more generally between Abelian
varieties of equal dimension) is a morphism of both groups and varieties with
finite kernel. In particular, this means every isogeny can be locally described as a
tuple of quotients of polynomials [Sil09, 1.3]. More specifically, isogenies between
elliptic curves defined over a field k of characteristic # 2,3 can be put into a
standard form (f1/fs : yf3/fs : 1) whereby f; are polynomials in k[z] and the
pairs f1, fo and f3, f4 each coprime.
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For example, over Fr
{zy2 :a:3—|—332'2} — {zy2 =x3+3x23} (2)
(z,y,1) = (2> + 1)/ y(z* = 1)/ : 1)

is an isogeny on the affine patch {z = 1} between (supersingular) elliptic curves.
Its kernel is {(0:1:0),(0:0: 1)}, where (0: 1:0) is the neutral group element.

The degree of an isogeny is its degree as a morphism of varieties and can
be read off its standard form as max(deg(f1),deg(f2)). So the degree of our
example isogeny (Equation (2)) is 2. An isogeny is separable if its degree is equal
to the cardinality of its kernel. Separable isogenies are defined uniquely by their
kernel up to post-composition with isomorphisms. We say an isogeny of Abelian
varieties A — B is d-dimensional if A (and therefore B) has dimension d.

An endomorphism is an isogeny from an elliptic curve to itself, or the zero
map. The prototypical examples are scalar multiplication (i.e. the maps sending
P — nP, for a non-zero integer n). We denote by End(F) the ring of endomor-
phisms of an elliptic curve E, where the ring structure is given by point-wise
addition and composition.

Higher-dimensional embedding. We recall a consequence of the Reducibility The-
orem [Kan97] known as Kani’s Lemma, an important tool in isogeny-based
cryptography to embed isogenies between elliptic curves into isogenies between
abelian surfaces. Here we present a modern interpretation of this result due to
Robert [Rob23, Lem. 6].

Lemma 2.1 (Kani). Commuting diagrams

E 25 F

wl Jw’ (3)

F—— F
©

of isogenies between elliptic curves, satisfying deg(y) = deg(¢’) = a and deg(v)) =
deg(¢') = b, induce (a + b)-isogenies of (principally polarized) abelian surfaces

A/
o= % Iﬁ, ExF = FE xF.
—

Moreover, when a,b are coprime, the kernel of @ is given by

ker(®) = {(aP,/¢(P)) | P € Ela+0]}.

2.2 Restricted effective group actions

In [ADMP20], the authors introduced the framework of (restricted) effective
group actions ((R)EGA) to formalize the intuitions behind CSIDH-like schemes.
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The action of a group G on a set X is said to be effective if there are efficient
algorithms for representing elements in X, computing the group operation in G,
and computing the group action, which means computing g x z given g € G and
x € X. An action is said to be restricted if the group action can only be computed
for a subset of G, which we can efficiently sample from with a distribution D.
To stress the difference between the two, we refer to an effective group action
as unrestricted. We refer to [0Z24, ADMP20] for more details on the definitions
and properties of (R)EGAs, for now we only state the main security assumption
associated to these primitives.

Problem 2.2 ((Restricted)-Group Action Inversion Problem ((R)GAIP)). Given
a group action (G, X,x) and a distribution D over G, the (R)GAIP is the fol-
lowing problem: Given xp € X and x = g x x¢ for a random g < D, compute
any ¢’ € G such that x = ¢’ x xg.

If (G, X,*) is an EGA, we refer to this problem just as the Group Action
Inversion Problem (GAIP). In this case, the distribution D is uniform over G.

2.3 Class-group actions

We immediately specialise to our case of interest, namely p = 7 (mod 8) and the
action of Cl(Z[\/=p]) acting on F,-rational supersingular (primitively) Z[(7 +
1)/2]-oriented elliptic curves (i.e. those with Fj-endomorphism ring Z[(7+1)/2],
or equivalently with F,-rational 2-torsion). This matches precisely the setting
of (qt-)PEGASIS |DEF*25, DEIV25], and is similar to [CLM™18]. For a more
general treatment of orientations we refer to [CK20,0nu20]. In a wider context,
the relationship between the action of class groups of imaginary quadratic orders
and elliptic curves is known as complex multiplication [Cox13,Sil94, Lan87].

Imaginary quadratic orders. Let p =3 (mod 4) be a prime and let K = Q(\/—p)
be the imaginary quadratic number field of discriminant Ax = —p, whose non-
trivial field isomorphism we denote by a — @. The element w = (1 + /—p)/2
generates the ring of integers Ox = Zlw] = Z + wZ of K. Every order of
Ok is given by Of = Z + fwZ for an integer f called the conductor, and has
discriminant Ay = f2Ag. As such, the orders of a number field are all contained
inside the Ok, the maxzimal order. We will be interested in the order Oy =
Z]\/—p] of conductor 2. Every ideal a of O may be written as a = maZ+m(b+
fw)Z for some integers a, b, m and has finite index m?a inside O which we call
its norm N(a). We refer to [Coh93, Ch. 5] for further details.

Class-groups. We say an ideal a of an order Oy is invertible if there exists
another ideal b such that ab is principal and denote the set of invertible ideals
by Z(Oy); moreover we say that two invertible ideals ¢, are equivalent ¢ ~
if ¢d is principal. Clearly principal ideals are invertible. Moreover, all non-zero
ideals of the maximal order O are invertible. Ideal equivalence is stable under
multiplication (¢ ~ 9,¢ ~ d" implies ¢¢’ ~ 99’) and so the quotient Z(Oy)/ ~
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is a well-defined multiplicative monoid whose neutral element is represented by
principal ideals. This is a finite group, called the class-group Cl(Oy) of Of. We
refer to [Cox13, Ch. 7] for further details.

Isogenies from ideals. Let E : y?> = 2% + ax + b be an elliptic curve defined
over [F, and recall that in this case the Frobenius isogeny m: £ — E®) ;2 =
23 + aPx + bP; (x,y) — (2P, yP) is an endomorphism. The minimal polynomial
of mis X? +p = 0, and so we can identify Z[\/—p] with a subring of the
endomorphism ring End(E) by mapping /—p — 7; denoting the induced map
Z[\/—p] = End(FE) by .

Given a (primitive) ideal a = ¢Z+ (A +/—p)Z inside Z[/—p], and an elliptic
curve E/F,, we can write down the (finite) subgroup

Ela] := () Elt(a)] = E[(] N E[x + A]

aca

which is the kernel of a separable isogeny ¢q: E — E, of degree N(a). Precisely
because ker(¢q) = El[a] is stable under the action of Frobenius, we know that
@q is IFp-rational and so E, is also defined over ). As such, we can repeat this
procedure on F, with another ideal b to yield a new isogeny ¢p: Eq — (Eq)p.
We refer to [CLM™ 18] for further details.

The class-group action. The Fp-isomorphism class [Eq] of E, does not depend on
the choice of representative of [a] in Cl(Z[\/—p]), and the mapping ([a], [E]) —
[E,] constitutes a free group action. When restricting to (primitively) Z[(7 +
1)/2]-oriented curves (i.e. curves with Fp-endomorphism ring Z[(7 + 1)/2]), the
action is also transitive [CD20]. As is customary in isogeny-based cryptography,
we abuse notation and write E, for the Fp-isomorphism class [E,]. This notion
can be generalised on supersingular curves via the theory of orientations [CK20,
Onu20|, with original results due to Waterhouse [Wat69, Th. 4.5].

Class numbers. Due to a result of Littlewood [Lit28, Th. 1], the class number
h(Ok) = |Cl(Ok)| is known to have asymptotic behaviour

m+o(l) 1 - h(Ok) - 2e" +o(1)
12¢7  loglog(Ak) —Ag

where v ~ 0.6 is the Fuler-Mascheroni constant; this refines Siegel’s result
log(h(Ok)) ~ log(v/—Ak) [Sie35]. Since K = Q(1/—p) has discriminant Ax =
—p when p = 3 (mod 4), the class-group action is suitable for cryptographic
purposes when p is sufficiently large.

For example, CSI-FiSH [BKV19] computed the class number of the class-
group attached to CSIDH [CLM™18] to have approximately 257.136 bits. Recall
that in CSIDH, p has approximately 510.668 bits and so the class number slightly
exceeds v/—Ag = /p. This phenomenon can be heuristically explained by the
fact that the CSIDH primes have many many small split primes by design [Cas21].

-loglog(Ak),
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We are also able to relate the class number of a conductor-f sub-order Oy
to the class number of Ok = O; via the formula

hop) =hoK)f ] (1 - (AKD

q prime|f q q

when Ax < —3 [Cox13, Th. 7.24, Ex. 5.9|, where (-/-) is the Kronecker symbol.
For the orders Z[/—p] of conductor 2 inside the quadratic imaginary number field
K = Q(y/—p) with p =7 (mod 8) prime, we observe that h(Z[\/=p]) = h(Ok)
(in fact, the class groups are isomorphic [FHL 26, Lem. 4.3]).

2.4 Clapoti, (qt-)PEGASIS, and KLaPoTi

In Clapoti [PR23], Page and Robert introduced a new framework for computing
isogeny class-group actions time polynomial in log(p), log(disc(O)).

The central building block of the Clapoti construction [PR23, Prop. 2.1], lies
in showing that the isogeny class-group action of the ideal [¢] can be computed
efficiently using two-dimensional N-isogenies, as long as we can find equivalent
ideals a, b € [¢] such that the N = N(a) + N(b)-torsion is smooth and accessible.

However, since a general procedure to find such ideals does not appear to
be available, they instead formally prove in [PR23, Prop. 2.7] that the isogeny
class-group action can always be computed in asymptotically polynomial time
using eight-dimensional N-isogenies.

The core idea is to compose @g, ¥, with U and @y, 1y with V', where U and
V are 4 x 4 polarized integer matrices obtained by Zarhin’s trick [Zar74] with
determinants u, v respectively. The resulting four-dimensional Kani-square yields
an eight-dimensional isogeny of polarized degree N = ulN(a) + vN(b). Since the
determinants u, v are expressed as sums of 4 squares of the entries of U, V), any
N = uN(a) +vN(b) > N(a)N(b) can be achieved. In particular, powersmooth N
such that the N-torsion is accessible can be obtained.

Even though this construction is asymptotically efficient, its reliance on eight-
dimensional isogenies makes it impractical for concrete parameters. Two relevant
approaches have been given in the literature to circumvent this issue, giving the
following constructions.

PEGASIS and qt-PEGASIS. By employing smooth one-dimensional isogenies and
2 x 2 polarized integer matrices, PEGASIS could efficiently compute in prac-
tice the action by [a] in dimension-4, by finding an equivalent b such that
(a? + b?)sN(a) + (a”? + b'?)s'N(b) = 2¢, where s, s’ are smooth and e < log(p).
Finally, qt-PEGASIS [DEIV25] removed the need for the smooth one-dimensional
isogenies, by directly finding norm equation solutions to

N(a) + N(b) + N(¢) + N(v) = 2°,

with a, b, ¢, 0 equivalent ideals, resulting in an algorithm that is roughly twice as
fast as PEGASIS.
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KLaPoTi. Another approach to finding equivalent ideals a, b such that N(a) 4+
N(b) = 2¢ is to directly solve this norm equation using the KLPT [KLPT14]
algorithm, as done in KLaPoTi [PPS25]. However, this approach can only find
solutions for quite large values e thus requiring a larger field F, than in other
class-group action instantiations to achieve the same security level. These larger
field impacts the efficiency of the resulting isogeny evaluation. For example, an
optimized Rust implementation for the smallest security level of 512-bit primes
requires 2.5 s according to [PPS25].

3 The CORAL group action

We now describe the CORAL group action. Let us fix p = 27 — 1 to be a large
prime with ¢ a small odd cofactor. The CORAL group action is a (restricted)
group action whose set elements are the supersingular elliptic curves defined over
I, with rational 2-torsion. In the IF)-isogeny graph, whose shape is described as
a volcano (e.g. [CD20, Fig. 2]), these are the curves that are on the surface.
We thus denote such a set by E(Z[(m + 1)/2]), for they are the curves with
F,-endomorphism ring Z[(7 + 1)/2].

These curves, since they are defined over I, all have the Frobenius endomor-
phism 7 : (x,y) — (2P, yP?). Thus, the quadratic order Z[r]| embeds into End(FE),
which means every curve in £(Z[(w+1)/2]) is Fp-oriented. As a consequence, the
class group Cl(Z[r]) acts on E(Z[(m+1)/2]) via the oriented isogeny class-group
action, as described in Section 3.3. The group in the CORAL group action is a
subset of Cl(Z[r]) (as described in the following section), acting on the curves
in £(Z[(m 4 1)/2]) via the isogeny class-group action.

To efficiently compute the action corresponding to a class [¢] in C1(Z[r]), [PR23,
Prop. 2.1] requires finding two integral [c]-representatives a,b with coprime
norms, such that the N = N(a) + N(b) torsion on E is defined over Fj.. For
concrete efficiency, we further impose that N = 2¢ | p + 1, so that the corre-
sponding two-dimensional isogeny can be decomposed into a chain of 2-isogenies,
while the N-torsion is still Fj2-rational. ” Efficiently finding a,b for a given [c],
subject to these constraints, appears to be difficult.

Nevertheless, writing down the sets

Pe = {(a,b) | [a] = [b], N(a) + N(b) = 2° N(a) < N(b)}
Z.={a | 3b:(a,b) € P, or (b,a) € P.},
Ce={[a] [a€L},

we parametrise the elements of Cl(Z[rn]) that can be efficiently evaluated in
practice by [PR23, Prop. 2.1], once (a, b) in P, representing [¢] is found. However,
instead of finding a, b to evaluate a given [¢], we can directly sample pairs (a, b)
from P,, to evaluate [a]; because we no longer control the class [¢] = [a] = [b],
we obtain a restricted group action.

" By working over an Fp-curve and its twist, it is possible to represent the full N-
torsion over [Fp,. See Section B on computation over [Fp,.
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3.1 Sampling in P,

We now give a high-level overview on the ideal sampling in CORAL. We start
by showing that sampling a CORAL ideal is equivalent to sampling an F,-
endomorphism of the right degree.

Lemma 3.1. Every pair (a,b) in P. corresponds to an endomorphism ~y of norm
N(a)N(b) = N(a)(2¢ —N(a)) via ab = yZ[r]. Conversely, every endomorphism ~
in Z[r] of odd norm q(2¢—q), yields a pair of equivalent ideals a = (q,v)Z[r], b =
(2¢ — q,7)Z[r] in P with coprime norms N(a) = ¢,N(b) = 2¢ — q.

Proof. The norm of a = (q,~)Z|[n] is verified to be ¢ by first noting that ¢Z[r] C
(4,7)Zl] € Zl] and so (Zlx]/qZln])/((a,7)Zl]/aZln]) = Zf) (g, 1) Z{x]; then
by computing #7Z[r]/qZ[r] = ¢* and #((q,v)Z[r]/qZ[r]) = q, we conclude that
#Z[n/(q,7)Z[r] = N((g,7)Z[r]) = g. The equality #((q,7)Z[r]/qZ[r]) = q
comes from observing that the multiplication-by-y map on Z[r]/qZ[n] has image
YZ[r)/qZ[r] = (q,7)Z[r]/qZ[r]. Since SampleIdeal enforces that g divides the
norm of v which equals 47, the multiplication-by-y map on Z[r]/qZ[n] has kernel
containing yZ[r|/qZ|n] & vZ[r]/qZ]r]. By counting, both kernel and image have
cardinality q. Moreover, ab = (q(2° — q), ¢v, (2° — q),7?)Z[r] D vZ|n] since q is
prime to 2¢ — ¢. Since N(ab) = N(7), we now conclude that vZ[r] = ab and so
a, b represent the same class in Cl(Z[r]).

Therefore, to sample from P, is to sample a v = x 4+ y7 in Z[r] with N(y) =
22 +y%p = q(2° — q). Changing variables ¢ = 2°~! —q and rearranging, we obtain
the norm equation

22(e—1) _ y2p — .’1?2 + a2’ (4)

We can find solutions to this norm equation by sampling a random y until
22(e=1) _ 42p is a sum of two squares. We sample y to be odd, so that one of
a,x is odd when a solution is found. In turn, this allows us to enforce a to be
odd, which guarantees ¢ is also odd and a, b have coprime norm. This approach
is represented in the SampleIdeal algorithm.

Algorithm 1 SampleIdeal(p,e)

Input: A prime p, an integer e > log(p)/2
Output: An element (a,b) in P,

1: repeat

2 y & {0,..., L2873/\/]7)J -1} > Non-empty since e > logp/2
3 y+—2y +1 > Sample an odd y in [1, LZ{ ‘)/\ﬁﬂ
4 z,a < Sum0fTwoSquares(22(6™Y — ¢2p)

5: until (z,a) # L

6: if a =0 (mod 2) then > Recall, one of a,x must be odd
7 xa+a,zx > Ensure a odd
8 g« 2! —a > Hence q is odd
9: return a = (¢, z + ym)Z[r],b = (2° — ¢,z — y7)Z[r] > Odd coprime norms
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At the core of SampleIdeal, there is the SumOfTwoSquares algorithm (a
special case of Cornacchia’s algorithm [Cor08]), which decomposes suitable odd
L = 22(¢=1) — 42p into the sum of two squares. The choice of Sum0fTwoSquares
determines the efficiency of SampleIdeal: besides being the most computational
demanding subroutine, its success probability determines the number of y sam-
ples.

Decomposing a number into a sum of two squares requires factoring the
number itself. Obtaining a full factorization is infeasible for integers of size
2log p; our Sum0fTwoSquares thus needs to work with a partial factorization. If
SumOfTwoSquares only worked for prime L = 1 (mod 4), the SampleIdeal al-
gorithm would already be guaranteed to succeed;® however, the number of itera-
tions until L is prime would be considerable, which would slow down SampleIdeal.

Our approach relies on a partial factorisation: the odd integer L is decom-
posed into the product L = LgoodLbadL’, where Lgooq is the product of small
primes that are 1 (mod 4) and Lp,q is the product of small primes that are 3
(mod 4). If Lp,q is not a square, the algorithm rejects y and L and starts a
new iteration; otherwise we know L’ is 1 (mod 4). Thus, we finally check L’ is
1 (mod 4) and a prime and if so, we decompose it into a sum of two squares.
We detail our approach in Section A, where we also describe additional improve-
ments.

Remark 3.2. In QFESTA, [NO24, Alg. 2] samples arbitrary-degree isogenies
from a curve whose full endomorphism ring is known, by finding endomorphisms
of a suitable norm and splitting it to recover the desired isogeny. Our sampling
of ideal pairs in P, follows an analogous strategy in the quadratic order Z[r]: we
sample endomorphisms v € Z[r] of the right norm and extract the corresponding
ideal pair via Lemma 3.1. The key difference is that working within Z[r] rather
than the full endomorphism ring avoids the need to know End(FE), and thus our
approach works for any supersingular curve over F,.

Since specific implementations of Sum0fTwoSquares affect which ideals can
be sampled, we define the set Z3°** of possible output ideals, and then we show
that SampleIdeal produces ideals that are uniformly distributed in Z5°*°.

Definition 3.3. For a given exponent e, prime p, and a specific instantiation
of SumOfTwoSquares, we denote by I5°*° C I, the set of ideals a such that (a,b)
is a possible output of SampleIdeal.

Lemma 3.4. The distribution of the output of SampleIdeal is uniform over
ot C P, for any given deterministic instantiation of SumOfTwoSquares.

Proof. First, we see that in the initial loop of SampleIdeal, from line 1 to line 5,
we are performing rejection sampling on the set of y such that 22(¢=1) — ¢2p is
representable as a sum of two squares by the SumOfTwoSquares instantiation

8 By Jacobi’s two-square theorem an odd integer is decomposable into a sum of two
squares if and only if its prime factorizations includes only primes which are 1
(mod 4) or the prime divisors that are 3 (mod 4) appear with an even exponent.
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used. Given such a y, since we are considering a deterministic instantiation, we
obtain a unique solution (z,a) to the norm equation from SumOfTwoSquares
that gives a unique pair (a,b) in P,.

Because y is sampled uniformly, the distribution of y after the loop is uniform
over Z5°** | as long as the map y — (a,b) from Z5°*® to P, is injective. We now
show that this is the case.

Let y1,y2 be such that the corresponding pairs of ideals (ay,b1), (a2, b2) €
P, are equal. Let x1,a; and s, as be the corresponding solutions of the norm
equation, with aj,as odd. This implies N(a;) = N(a3), and so ¢ = g2 and
a; = ap. From Equation (4), we have 22 + py? = 23 + py3, and so x; = +x2
(mod p) since p is prime. Now, since 22(¢=1) < (p/2)? by Equation (4) again we
have 0 < x1,29 < p/2. This implies that also 1 = x2, and so y; = y» since
Y1, Y2 > 0°.

3.2 Computing the CORAL group action

The SamplelIdeal algorithm produces pairs (a,b) of equivalent ideals, and by
projecting (a,b) — [a] we obtain a distribution in the class-group Cl(Z[r]). For
fixed inputs p, e we denote this distribution D

To evaluate the action by [a] = [b] obtained from (a, b) < SampleIdeal(p,e),
we embed into the two-dimensional (N(a) + N(b) = 2¢)-isogeny

— E 2 E,
R % :Ex E— E, x Eg via the Kani-square qul ld,%
—5 ¥4

EH%)E
Spll

By construction, ab = (x + ym)Z[r] and so we can efficiently compute
ker(®) = {(¢P, (x +ym)(P)) | P € E[2°]};

from which we can efficiently compute ¢ to obtain E, = [a]*F from its codomain.

The isogeny ¢ decomposes as a chain @ = @, o ---P; of e two-dimensional
2-isogenies @; [Rob25, Prop. 1]: it begins with an endomorphism &, of E x E; is
followed by a sequence of § > 1 diagonal isogenies between products of elliptic
curves Ey) X Eéi) — Eyﬂ) X Eéiﬂ) ; then a gluing into a simple Abelian surface
E{(SH) X E?H) — A+2): which is followed by e—2—§ generic isogenies between
simple Abelian varieties A — A(+D: and finally a splitting A¢~Y — E, x Eg.
This is depicted in Fig. 1. The number § of diagonal isogenies is given by

0 =max(ve(z+y£q)) —1=max(va(z —y£q)) —1 (5)
Notably, this depends only on the secret key and not the curve being acted upon.

9 This also implies that the ideals aj, a2 € Z. are uniquely identified by their norms,
once obtained as an output of SampleIdeal.
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Fig.1: Decomposition of the two-dimensional 2¢-isogeny F x E — E, x Fg
into e two-dimensional 2-isogenies. Here d, g, s denote “diagonal”, “gluing” and
“splitting isogenies” respectively.

Compatibility with (qt-)PEGASIS. We emphasise the compatibility between
CORAL and (qt-)PEGASIS: unlike other isogeny REGA [CLM™18,Hou25|, CORAL
and (qt-)PEGASIS compute the same isogeny class-group action on £(Z[(m +
1)/2]) and use the same parameters (both constructions use a prime p where
p + 1 is divisible by a large power of 2, which is suitable for efficient isogeny
computation in higher dimensions). They can thus be combined to exploit the
efficiency of CORAL and the unrestrictedness of (qt-)PEGASIS: for example, in
the standard group-action based identification scheme, the signer can compute
the commitment [¢] * Epk using CORAL, while the verifier can recompute the
commitment using CORAL and evaluate the [¢]~![sk] action using (qt-)PEGASIS.

3.3 More general orientations

For simplicity, we have only considered the Frobenius orientation until now. To
extend our techniques to an arbitrary orientation, we note that CORAL relies
only on two properties of the Frobenius endomorphism:

— The trace of 7 is zero, which means N(z + y7) = 2% + y?N(n) = 2% + ¢%p
has no mixed zy terms. Thus, we obtain Eq. (4), which can be solved easily
to sample CORAL ideals.

— The ratio 27! //N(7) is exponentially large in A for some e such that 2 |
p + 1, which guarantees that we are sampling from an exponentially large
subset of the class group, up to a polynomial factor given by number of
repetitions (this is discussed in detail in Section 4.1).

Thus, our techniques can be generalized to work with any K-orientation
encoded by a trace-zero endomorphism w of norm < p?/2%*. Even more generally,
if w encodes the primitive O-orientation ¢, then the trace-zero endomorphism
wp = 2w — tr(w) also encodes ¢.

In the remainder of the paper, we treat the case of the Frobenius orientation,
which is particularly beneficial for implementation efficiency.

4 Security analysis

Recall that we consider p = ¢2f — 1 for some small odd integer ¢ and let e €
(1/21logp+2, f) be a parameter. Since we restrain our analysis to the Frobenius
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orientation, CORAL computes the same class group action as in (qt-)PEGASIS or
CSIDH, so the security of our group action relies fundamentally on the same as-
sumptions. However, we are considering a smaller set of ideals to sample from, as
done for example in SQALE [CSCJR22], thus we consider the following problem:

Problem 4.1 (Group Action Inversion in Z5°*°). On input an elliptic curve F

in E(Z[(w + 1)/2]) and an elliptic curve E’ = [a] * E for a & Zs°% return the
ideal class [a].

In Section 4.1, we study the distribution DS! of the classes [a] € CI(Z[r])
for a < Z2°**. We argue that D! heuristically samples at random from an un-
structured and exponentially-large subset of the whole group, which provides
no obvious structure to exploit for an attack specific to CORAL. Thus, CORAL
provides the same security as the class group action, as computed in CSIDH and
(qt-)PEGASIS. We discuss potential classical and quantum attacks in Sections 4.2
and 4.3, then we show how to set parameters according to the previous discus-
sion in Section 4.4. We then provide experimental evidence for these claims in
Section 4.5.

4.1 Distribution in the class group

We first analyse the size of the set Z5°* which depends on the number of valid y-
samples for the instantiation of the algorithm SumOfTwoSquares in SampleIdeal.
Recall that we are sampling y from the set of odd integers smaller than 2¢—1/ \/D-
Under the heuristic assumption that 22(¢=1) —y2p behaves like a random number
of 2(e — 1) bits that is 1 (mod 4), we can estimate the expected size for Z5°%*
by looking at the probability that L = 22(¢=1) — 42p returns a valid output for
SumOfTwoSquares. We consider two choices of SumOfTwoSquares, an optimal
one and a pessimistic one to give bounds on the size of Z3°%.

— Lower bound. Sum0fTwoSquares can always efficiently enforce that L =
22(e=1) _42p is a prime number. In this case, with the Prime Number Theo-
rem we can estimate the probability that a random odd 2(e — 1) bits integer
L is prime as ((e — 1)In(2))~!, and so the expected size of Z5°* is at least

25—2
VP (e—1)n(2)

— Upper bound. Even the best imaginable Sum0f TwoSquares algorithm cannot
compute a sum of two squares decomposition of an odd integer L if no such
decomposition exists. Indeed, the number of integers < X representable
as a sum of two squares is known to be = vX//In(X) for v ~ 0.76 the
Landau—Ramanujan constant. Therefore, we can upper-bound the size of
T3°% as:

(6)

2&—2
K p-2(e—1)In(2) ()
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In practice, we found that for small values of e, when we can factor integers
easily, the size of Z5°* is slightly bigger than the bound in Eq. (7), due to
the fact that we sample integers 1 (mod 4), which are slightly more likely to
be representable as a sum of two squares.

We give a precise instantiation of Sum0fTwoSquares in Section A, in which we
estimate the number of repetitions needed to find a valid y-sample, that allows
us to estimate the size of Z5°.

Distribution of Z5°* in the class group Cl(Z[r]). In principle, it could be the
case that a large number of ideals in Z°* lie in a small number of classes. We
give a heuristic argument relying on the theory of representations of integers by
binary quadratic forms, that this is not the case.

First, as shown in the proof of Lemma 3.4, the ideals in Z5°** are uniquely
identified by their norm. Also, the classes that can potentially contain a spe-
cific ideal a € Z2°* are those whose associated class of binary quadratic forms
represents N(a) = ¢, but also 2¢ — ¢, by the definition of Z, and P.. Heuris-
tically, a class [c] can potentially contain more ideals in Z, if its associated
class of quadratic form represents more pairs of integers (g,2¢ — ¢) with ¢ odd
and smaller than 2°~!. As shown in [BGO06], given a fixed class [c] € Cl(Z[x]),
the number of distinct integers below a bound X = p® represented by (the
form of) [¢] is Nig(X) = ©(X/\/p), where the implied constants bounding
cr < Nig(X)y/p/X < Cr depend only on the order Z[r] [BG06, Eq. 1.3] and
not on the class [c]. So, under the heuristic assumption that the probabilities of
q and 2¢ — ¢ being represented by [c] are independent, we can expect that no
class [c] is more likely to contains ideals in Z, than any other. Note: it is not
possible to define a proper notion of probability here, since for fixed parameters
p, e, these events are deterministic. However, we can still use this heuristic to
give an intuition on the way ideals in Z3°** are distributed in the class group.
So, by the previous discussion, we can formulate the following heuristic:

Heuristic 4.2. Fixz e,p such that e — 2 > log(p)/2 and 2° | p + 1. Then the
classes of the ideals in T3°* distribute uniformly and independently in C1(Z[r]).

With Heuristic 4.2, we infer the characteristics of the distribution DS! using
combinatorial arguments. Let h =~ |/p be the class number of Z[r]| and ¢ = |Z5°*%|.

1. Since the sampled classes are uniform and independent, the support of DE!
has expected size

Clzh<1—(1—;)t>%h(1—et/h), 8)

which is the expected number of unique coupons collected when collecting ¢
coupons from a box of h coupons.
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2. Also, the probability that there exists no “collision class”, that is a class [c]

such that [c] = [a1] = [a2] for two distinct ideals a;, a5 € Z5°%, is
t—1 ;
_ _ VY o —tt=1)/2h
Cy = 1}) <1 h) ~e , (9)

which is the probability of no collision when collecting ¢ coupons from a box
of h coupons.

We get the important consequence that if ¢ < v/h, then with high probability
there are no collision classes, and so the support of DS! is of size t and DS is
uniform on its support.

When vh < t, we cannot rule out the existence of collision classes; we need
to refine the previous results with a classical binomial distribution argument.
The support of DS can be partitioned into a finite number of blocks, where
the k-th block contains the classes containing k different ideals in Z5°%, with a
probability mass of k/t in DS!. The expected size of the k-th block is given by

Co(k) = h - (Z) . (;)k (1 - ]11)“6 . (10)

4.2 Classical security

We now discuss the classical security of Problem 4.1 as a function of the size
of the support of D!, which, as we have seen in the previous discussion, is
closely related to the size of 75°%*% and the parameters p,e. The best known
classical attacks to solve the more general Problem 2.2 are based on meet-in-
the-middle graph walks or memory-bounded variants such as the van Oorschot—
Wiener (vOW) or Golden Collision Search (GCS) [ACC*19,vOW99].

This thus indicates that the naive choice of a key-space of size larger than
is enough to achieve A bits of security. More arguments on the trade-offs between
memory and complexity are given in [CSCJR22, Section 5.2]. However, we argue
that meet-in-the-middle attacks cannot leverage the additional structure of the
set Z.: that is, they still run in time v/, where h is the class number of Z[x]. To
argue this we revisit the meet-in-the-middle attack in the context of the isogeny
class group action. Assuming E’ = [a] *x E for some a € Z5°*°, the natural way to
perform a meet-in-the-middle attack is to consider two subsets A, B of the class
group Cl(Z[r]), and proceed as follows:

22)\

1. Start from E and perform random walks in the isogeny graph, computing
[a] * E for a € A, and store the results in a list £4.

2. Start from E’ and perform random walks in the isogeny graph, computing
[b] * E' for b € B, and store the results in a list Lp, then check whether
L4NLp # 0. From any collision we extract a, b such that [a] x E = [b] * £,
and so E' = [ab~1] x E.10

10 Technically, we can avoid storing the whole list £ and instead check for collisions
on the fly, but this does not change the argument.
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By the freeness of the group action, if there is a collision it means that [ab~!] =
[a], or equivalently a is in the same class as ab. In a generic meet-in-the-middle
attack, the sets A, B are random subsets of the class group, and so is aB; thus,
they intersect with constant probability when |A| - |aB| ~ h, that is when |A| =
|B| =~ v/h. To leverage that a € Z, and find collisions, we would need to find
an efficiently sampleable set B such that aB is still contained in a significantly
smaller subset C' of the class group, for a large fraction of a € Z5°**, such that
collision can be found with less than v/h operations by sampling from A = C
for L4.

We could consider the naive choice of B = {id}, or some other very small
set, so that aB is contained in Z.. However, this forces A to be nearly as large
as Z., thus giving the same complexity as a key-enumeration attack. Apart from
the naive choice, we could try to consider B, C as subsets of Z./,Z.» for some
e’,e”, but under Heuristic 4.2, there is no reason for Z, -7, to intersect with Z..
In general, the structure of P, seems to be linked more to the norm relations
between two equivalent fractional ideals than to some multiplicative structure.
Since no other choice of B appears to leverage the structure of Z, to give a better
attack, we conclude that among meet-in-the-middle attacks the generic one is still
the best, with complexity vh. A similar argument is used to justify the usage of
prime-degree isogenies in [DKLT20, Section 8.3]: prime-degree isogenies cannot
be decomposed and therefore it is impossible to perform a meet-in-the-middle
attack. The best known attacks are thus generic ones or exhaustive search over
the key-space.

We mention two more possible attack strategies, which we show cannot apply
to CORAL. The set Z. is a contained in the set of all ideals of norm at most 2°:
an attacker may thus choose to work within this set. In our instantiations, we
choose e > log(p)/2; by a direct application of the Minkowski bound, we see
that all ideal classes have a representative of norm at most 2¢. Hence, the set of
all classes with at least one ideal of norm at most 2° is the entire class group,
and thus this attack approach cannot offer an advantage.

Another potential attack could exploit the fact that the isogeny-class group
action is symmetric around Ejy : y?> = 23+ by the twisting. That is, [a] "1 x Ey =
([a] * Ep)t. As such we know that Ey x Ey and E, x E. are connected by a two-
dimensional isogeny of degree N = 2°, which, in turn, begs the question whether
a meet-in-the-middle attack in dimension-2 is feasible. Alas, the length of such
walks needs to be at least /2 > log(p)/2, and in dimension-2 there are multiple
possible directions per step [CDS20]; we thus conclude that this attack is not
more efficient than the generic ones. Similar arguments could be repeated for
other curves close to Fy in the isogeny graph, but the same conclusion holds.

4.3 Quantum security

For an exponentially large key-space, the best known quantum attacks to solve
Problem 4.1 are based on Kuperberg’s algorithm [Kup05,Kup13] for the dihedral
hidden subgroup problem, as explained in [CLM*18|.
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By the previous discussion, and Heuristic 4.2 in particular, we assume that
the sampled ideals from DE! behave like random elements of the class group and
are not contained in any smaller subgroup. Thus, for the same arguments given
in [CSCJR22], we expect that Kuperberg’s algorithm does not perform better
on Problem 4.1 than on the group action inversion problem (Problem 2.2) for
(qt-)PEGASIS, even if the support of D! is a strict subset of the full class group.
Thus, assuming a large enough key space, the only parameter that affects the
quantum security of our scheme is the size of the class group, which depends
only on the base prime p.

4.4 Parameter Selection

We finally discuss the selection of the parameters p,e to securely instantiate
our constructions. We remark that it is still an open question to give an precise
complexity estimate of Kuperberg’s algorithm for the Clapoti and (qt-)PEGASIS
constructions, as done in [BLMP19, Pei20] for CSIDH. It is out of the scope
of this work to give such an analysis. As usual in the literature, we therefore
consider different possible choices for the bit size of the prime p defining the
base field ), from the most optimistic 512 bits to the more conservative 4096
bits. More precisely, we consider the same primes as in [DEIV25| of the form
p = 27 — 1. Such large bit sizes ensure that any generic classical attacks have
negligible probability of success for A = 128.

Thus we only need to set e so that exhaustive search attacks have negligible
probability of success. To do this, we start by considering e = log(p)/2+ A, then:

1. We estimate the size ¢t of Z5°*® using the lower bound in Eq. (6).

2. We estimate the size of the support of DS with Eq. (8), which we require
to be at least 2*. If not, we increase e.

3. We then estimate the probability of having collision classes with Eq. (9),
and if this is negligible, we conclude that DS! is uniform on an exponentially
large support.

4. If the probability of a collision is not negligible, we instead compute the min-
entropy of DY, that is the negative logarithm of the probability mass of the
most likely class in DS, since min-entropy can be used as a lower bound for
the security against exhaustive search attacks. Since the probability mass of
a class with & ideals is k/t, we have by the Markov inequality

Pr[classes with at least k ideals > 1] < C5(k). (11)

We thus lower bound the min-entropy of D! by logt — logk with & the
largest integer such that C3(k) is non-negligible in A. If the min-entropy is
smaller than A, we increase e and repeat the process.
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We thus obtain the following parameters:

250097 — 1 with e = 392,
2593.33 1 with e = 394,
21004 15 _ 1 with e = 642,
22026 .51 — 1 with e = 1155,
24084 .63 — 1 with e = 2185.

We remark that for all our parameter choices, with the exception of the smallest
one, we expect no collision classes.

Remark 4.8 (Conservative choices). At a small additional cost (around 15%),
we can make the conservative choice of setting e such that the support of D! is
larger than 22}, to avoid potential new meet-in-the-middle attacks.

Remark 4.4 (CSIDH-like construction). It remains possible to sample secret keys
as products of elements in Z5°% (e.g. with smaller e) to grow the key-space, a
la CSIDH. Under the heuristic that these products behave as random classes,
we get an ideal distribution that is statistically close to the uniform one on the
class group, as long as |Z5°*%|* is bigger than the class group. This construction
would be susceptible to meet-in-the-middle again (in the same way CSIDH is),
but would likely not suffer from the same constant-time implementation issues as
CSIDH, because computing evaluating the action of ideals in Z5°* costs the same
for each ideal (modulo the number of diagonal isogenies). Ultimately, though,
this construction is not faster, because computing one two-dimensional isogeny
of length log(p)/2 + X is cheaper than computing k two-dimensional 2-isogenies
of length log(p)/2 + \/k.

4.5 Experimental analysis

We tested Heuristic 4.2 experimentally!! for some small primes p with logp
between 32 and 64 and for different values of e between 1/2logp and log p. We
applied the sampling procedure as in SampleIdeal, for all possible y-samples
sequentially, and we stored the classes of the sampled ideals in DS! with the
corresponding, potentially multiple values of y for each class. Then we computed
the size of the support of D!, the number of collision classes, distinguished
also by the multiplicity of the collision. We then compare the expected values
Cy,C5(k) for k = 2,3 with the actual values obtained from the experiment. We
also computed the probability of no collision C5 for each e and the expected size
for 73°* according to the upper bound in Eq. (7).

We also performed a classical x? test to check the uniformity of D! on its
support, and we computed the corresponding p-value. For each test, we sampled
around |Z2°%%| ideals per parameter choice, then computed the classes of the
sampled ideals. As expected, as soon as we have some collisions, the distribution

" https://github.com/CORAL-nike/CORAL
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Table 1: Experimental results for DS! for p = 264 .3 — 1 and e € [40, 62]

|Z0%| collisions C3(1) C5(2) C5(3)
e exp.  actual \Dgl\ actual exp. (5 exp.  actual exp. actual | exp. actual
40 4 8 8 0.0 1.0 8.0 8 0.0 0.0
45 115 328 328 0.0 1.0 328.0 328 0.0 0.0
50 3489 4596 4596 0.0 1.0 4596.0 4596 0.0 0.0
51 6908 9142 9142 0.0 0.99 9142.0 9142 0.0 0.0

52 13680 17397 17397
53 27095 34328 34328
54 53677 38549 38548
55 106355 266824 | 266816

0.0 0.98 17397.0 17397 0.0
. 34327.8 34328 0.1
0.1 0.89 38548.8 38547 0.1
5.5 0.0| 266813.1 266808 5.5
56 210768 260109 | 260106 5.2 0.01| 260098.6 260103 5.2
57 417754 510332 | 510319 20.0 0.0] 510292.0 510306 20.0 13| 0.0
58 828148 1003786 | 1003711 75 77.3 0.0 |1003631.4 1003636 7.3 75| 0.0
59 | 1641955 1969073 | 1968781 292 2974 0.0 | 1968478.2 1968489 | 297.4 2921 0.0
60 | 3255960 3869878 | 3868731 | 1147 1148.7 0.0 | 3867580.8 3867584 | 1148.3 1147 | 0.2
61 | 6457427 7604277 | 7599937 | 4340 4434.6 0.0 | 7595409.6 7595599 | 4431.1 4336 | 1.7
62 | 12808557 9510731 | 9503821 | 6910 6936.2 0.0 | 9496861.9 9496913 | 6929.5 6906 | 3.4

—
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is not uniform anymore, and the x? test rejects the null hypothesis of uniformity
with overwhelming probability. We remark, as usual in statistical hypothesis
testing, that all the previous experimental analysis and statistical tests only
show that we have no reason to reject the assumption implied by Heuristic 4.2,
but are not meant to be proofs. The justification lies in the heuristic arguments
given in Section 4.1.

Additionally, for p = 33 - 2593 — 1, we verified that the sampling algorithm
returns generators of the class group with overwhelming probability, corroborat-
ing the heuristic assumption that the sampled ideals are not contained in any
structured subgroup of the class group, as argued in Section 4.3. For this, we
used the data reported in [Oud25]. This is consistent with the expectation that
the class group is cyclic. Moreover, if we could sample ideals in a proper sub-
group constructively, we could simplify the class number problem for Z[r], which
seems unlikely given the current state of the art in class number computation.

5 Implementation results

We implemented CORAL in SageMath and in C!2. The latter is based on the
NIST round 2 implementation of SQIsign [AAAT24] and relies on the GMP
library for the ideal sampling implemention (the multi-word integers functional-
ity of GMP is used to solve the norm equation), but our implementation of the
group action evaluation is in pure C. In the following, we evaluate the perfor-
mance of the scheme and explain details of the implementations which helped
to achieve it. We then discuss in Section 5.2 the performance of a CORAL-based
NIKE protocol.

12 Our implementations are available at https://github.com/CORAL-nike/CORAL.
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Table 2: Uniformity tests for D! for different values of p, e

p e # keys # colls X2 p-value

33 1629 8 1659.4 0.288

232.5 -1 34 3097 56 3572.2 0.000
35 5960 198 7632.7 0.000

39 4012 3 3964.1 0.698

243.3 -1 40 7776 5 7678.3 0.780
42 29581 116  31116.6 0.000

42 5564 1 5562.6 0.499

245.7 -1 43 10665 9 10876.9 0.073
44 20862 33 21198.8 0.050

964 .3 _ 1 54 67734 2 678214 0.404
55 133411 1 133240.5 0.628

5.1 The CORAL group action

Given the uncertainty around the quantum security of CSIDH and related pro-
tocols with different parameter sets [Pei20, BLMP19,BS20], we consider different
possible choices for the prime p bit size. We provide in Table 3 benchmarks for a
wide range of parameters, from the most optimistic 512 bits to the more conser-
vative 4096 bits. More precisely, we consider the same primes as in [DEIV25]. Tt
is outside of the scope of this work to write assembly-optimized implementations
for arithmetic for each of these primes. However, to prove the compatibility of
this potential improvement and as a reference point, we also provide benchmarks
for the 505-bit prime used as level-5 parameter of the round 2 NIST submission
of SQIsign [AAA124], using their optimized arithmetic.

Table 3: Performance of CORAL subroutines

log p Ideal Sampling Action Evaluation
(ms) (ms)

5057 392 8.57 4.43

509 394 8.01 6.99

1008 642 45.7 36.5

2032 1155 355 240

4092 2185 3701 1780

Language/Library: C/GMP 6.3.0. Compiler: GCC 15.2.1. Hardware: AMD Ryzen 7
PRO 7840U @3.3GHz, boost disabled. Average over 1000 samples, data rounded to
three significant figures. " Using optimized arithmetic for the level 5 parameters of the
round 2 NIST submission of SQIsign [AAA™24].
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Table 4: Comparison of selected isogeny-based group-action evaluations

Time (ms)

~ log(Disc(0))
Name Lang. 512 1024 2048 4096

KLaPoTi [PPS25]  Rust 2360 17500 138000

el

" PEGASIS [DEFt25]  Sage 1900 5290 21300 121000

: qt-PEGASIS [DEIV25]  Sage 1200 3250 11800 58000

= qt-PEGASIS [DD26]  C 73.6 419 2940 22000

CSIDH [CLM*18] C/asm  26.5 529

T SQALE[CSCJR22] C/asm  66.7 240 1300 7710

£ dCTIDH [CHMR25] C/asm 400

£ CSIDH-LDO [ZLL*26] C/AVX 408 696
OSIDH-LD [WLLZ26] C/AVX 754

CORAL C 6.99 36.5 240 1780

CORAL C/asm 4.43

Benchmarks exclusively measure the isogeny computation; excluding norm
equation solving, public key compression, or public key validation where ap-
plicable. The dCTIDH variant used is m = 6, ¢ = 194. The SQALE variant used
is “MCR”. asm denotes use of assembly-optimized arithmetic. AVX denotes use
of platform-specific Advanced Vector Extensions. Data for CORAL and CSIDH
collected over 1000 samples. Data for other algorithms collected over 100 sam-
ples. All benchmarks measured with AMD Ryzen 7 PRO 7840U@3.3GHz,
boost and hyperthreading disabled. Times rounded to three significant fig-
ures.

5.2 An efficient NIKE from CORAL

CORAL serves as a drop-in replacement for the well-known CSIDH non-interactive
key exchange [CLM™18|: thus, the improved efficiency of CORAL leads to a
significant improvement for compact, actively secure post-quantum NIKEs, an
area in which the community has been looking for quantum-resistant alternatives
to classical Diffie-Hellman. We refer to [DHK ™22, DHK 23| for details on the
precise design and security properties of the group-action-based NIKEs in the
QROM |BDFT11]|. To estimate the concrete performance of a CORAL-based
NIKE, we recall that:

— The public key consists of a supersingular elliptic curve defined over [y,
which can be represented by the j-invariant of the curve, thus taking exactly
log(p) bits (e.g. 256 bytes for a 2048-bit base prime p).

— Key generation requires sampling one ideal and one group action evaluation.
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— The secret derivation procedure requires only one group action evaluation,
since the ideal has already been sampled during key generation.

We summarise the resulting performance in Table 5, and compare to other post-
quantum NIKEs in Table 6.

Table 5: CORAL NIKE performance

log p |pk| KeyGen SharedKey
(bytes) (ms) (ms)
5051 392 64 13.0 4.43
509 394 64 15.0 6.99
1008 642 128 81.1 36.5
2032 1155 256 594 240
4092 2185 512 5490 1780

Written in unoptimised C. Use of GMP 6.3.0 in KeyGen. Compiler: GCC 15.2.1. Hard-
ware: AMD Ryzen 7 PRO 7840U @3.3GHz, boost and multithreading disabled. Average
over 1000 samples, data rounded to three significant figures. TUsing optimized arith-
metic for the level 5 parameters of the round 2 NIST submission of SQIsign [AAAT24].

Remark 5.1. As shown by the benchmarks in Table 3, the norm equation solving
step (SampleIdeal) is the bottleneck of CORAL’s key generation, and timings
are on the order of seconds for larger parameter choices. However, we remark
that the widely-deployed RSA cryptosystem suffers from a comparably costly
key generation: concretely, we observed key generation times of 60/616/6560 ms
for RSA keys of size 2048,/4096,/8192 bits; this data was averaged over 25 runs,
rounded to three significant figures, and generated with OpenSSH’s ssh-keygen
version 3.6.1 on the same hardware as Table 3.

5.3 Future optimisations

While our implementation is sufficient to evaluate the practical performance of
CORAL and to support a fair comparison with prior work, it was not intended
to represent a fully optimized software realization. Several improvements and
optimizations are possible.

Assembly-optimized arithmetic. The use of assembly-optimized finite field arith-
metic can significantly improve performance of isogeny-based schemes [AAAT24,
JACT22|. The concrete speedup for CORAL using the broadwell optimized arith-
metic developed for SQIsign’s modulus p = 5-2248—1 was roughly 1.6 x (Table 3).
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Table 6: Comparison of selected post-quantum NIKEs

Scheme Lang. Actively |pk| KeyGen SharedKey
secure  (B) (ms) (ms)

dCTIDH2047 [CHMR25| C/asm Yes 256 3840 4791
CSIDH-LDO2000 [ZLL*26] C/AVX No* 3208 439 427
CSIDH-LDO4000 [ZLL*26] C/AVX No* 5768 784 761
OSIDH-LD4000 [WLLZ26] C/AVX No* 5768 844 754

Swoosh [GAKQ*24] simin  Nof 221184  38.2 2.53

CORAL2032-1155 C Yes 256 594 240
CORAL4092-2185 C Yes 512 5480 1780

Using variants AVX-512IFMA-8w_r7 and AVX-512IFMA-8w8w_r13 for CSIDH-
LD0O2000 and CSIDH-LDO4000 respectively. CSIDH-LDO variants include com-
pression (KeyGen) and decompression (SharedKey). TWith improved public key
validation as described in [PRR*25, Tab. 4]. *Does not include public-key
validation necessary to make the protocol actively secure. At time of writing,
practically efficient public-key validation is still in progress [Hou25, Sec. 7].
$Using best possible theoretical approximation 2 log(p) + log(Disc(©)) bits for
public-key sizes, not implemented sizes (here r = 7 (resp. 13) for 2048-bit (resp.
4096-bit) discriminant). *Whilst the full Swoosh protocol can be made actively
secure though applying proofs-of-knowledge, the current (benchmarked) im-
plementation does not include these; nor does the reported public-key size
include the additional 89 KB space required for these proofs. asm denotes an
implementation with assembly-optimized arithmetic. Data collected from 500
key exchanges (i.e. 1000 KeyGen and SharedKey calls). All benchmarks mea-
sured with AMD Ryzen 7 PRO 7840U@3.3GHz, boost and hyperthreading
disabled. Times rounded to three significant figures.

We note that the final performance increase heavily depends on the concrete im-
plementation and compiler used; however, as [JACT22, Tab. 2.1] has shown,
these gains are likely to stay constant as the modulus grows (or even marginally
increase).

Hardware acceleration. Recent work [AALP26| has shown that one can acceler-
ate computing the two-dimensional isogeny formula by parallelising the doubling
and evaluation of kernel points in the 2-isogeny chain using AVX512 exten-
sions. While their concrete implementation is specific to SQIsign Lvl3 parame-
ters, the technique itself is field-agnostic. The reported overall speedup lies at
a factor of 2.9x in their SQIsign Lvl3 implementation. We note that also the
ARM architectures oriented optimization to the two-dimensional isogeny formula
from [DJWY26] could be adapted to CORAL.
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Better isogeny formulas. As detailed in Section B, there are a few avenues of op-
timisation in the gluing and diagonal isogenies steps. However, in practice, these
steps together account for less than 5% of the total runtime. Four additional
square roots (in total, two per Eq, E5) are necessary to recover the Montgomery
model after computing the diagonal isogenies; these square roots become more
expensive as the prime grows, and they account for around 2% of the total run-
time at 2000 bits. Better formulas could thus save a few computations. Moreover,
adapting the gluing formulas from [Dup25, DD26] may lead to an implementa-
tion that only relies on F,, arithmetic, without requiring IF,,> operations for the
gluing step.

5.4 Towards a constant-time implementation

The implementation of CSIDH is notoriously hard to achieve in constant time,
and several techniques have been proposed to protect against timing attacks [JAKJ19,
MCR19, OAYT19, CCC*19, LH20, BKL 23, LeG23, CHMR25]. CORAL has al-
most constant-time evaluation by design, while the ideal sampling routine may

be harder to implement in constant-time, similarly to (qt-)PEGASIS.13

Ideal sampling. Sampling a CORAL ideal requires solving a norm equation.
Compared to most norm-equation algorithms in isogeny-based cryptography,
ours should be relatively simple to make constant-time, but it is still a non-trivial
task. Important simplifications are that the integer sizes are bounded by 22¢, and
rejecting an integer does not leak any information since integers are assumed to
be sampled independently. However, the trial division and SumOfTwoSquares
steps of the algorithm are not constant-time, as they depend on the number of
prime factors of the sampled integer 22¢~2 —y2p and on the size of these factors.
A straightforward solution would be to only allow for prime sampled integers,
i.e. set Pgood = 0 and directly use PrimeSum0fTwoSquares. The latter procedure
can be implemented in constant time, as shown in [BHJ 25, JMKR23]. We leave
it to future work to determine the efficiency of such an approach or whether it
is possible to develop a more efficient solution.

Action evaluation. Evaluating the CORAL action comprises elliptic curve
point multiplication, one- and two-dimensional isogenies. Constant-time point-
multiplication is a cornerstone of elliptic-curve cryptography; while both one-
and two-dimensional isogenies are amenable to constant-time implementation,
as demonstrated, for example, by the SIKE [JACT22] and SQIsign [AAAT24]
NIST submissions. Indeed, our current implementation is constant-time and de-
terministic'® for each of these subroutines.

13 In (qt-)PEGASIS, evaluation consists of two steps: solving a norm equation and
evaluating a four-dimensional isogeny. The norm equation solving is a one-time cost
and can be moved to the sampling phase, leaving the evaluation constant-time as
long as evaluating 4D isogenies is constant-time.

14 Understood to mean that no high-quality source of randomness is required.
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However, since the gluing isogeny occurs after § (Equation (5)) diagonal
isogeny steps, J is leaked during computation. Recall that § + 1 equals the max-
imum 2-adic valuation of z — y 4 (27! — a) over the two sign choices, where
(y,x,a) is the secret (i.e. a solution to Eq. (4)). Crucially, ¢ is fixed per secret, so
that evaluating the group action for the same secret with different curves (public
keys) does not reveal additional information.

This suggests a simple path to constant-time group action evaluation: mod-
ify the ideal sampling algorithm to accept only norm-equation solutions with
exactly one diagonal isogeny (recall that all secret keys require at least one
diagonal isogeny). Heuristically (supported by over 250,000 experiments at all
parameters), this rejects half of all solutions, making the ideal sampling step
roughly twice as expensive (thus slowing down CORAL’s KeyGen by a factor
about 1.5 for 2000 bit parameters), and reducing the key-space by 1 bit. In this
case, the group action evaluation becomes fully constant-time at no additional
cost; and in particular makes performance comparisons to other fully constant-
time implementations meaningful (e.g. Table 4).

Furthermore, even without this modification, knowledge of § does not appear
to immediately help an attacker: conditioned on 6 = n, there remain 2™ possible
diagonal isogenies and so does not reduce the search space. This suggests that the
rigorous 6 > 1 rejection technique outlined above could potentially be relaxed,
even if this would require a more refined security analysis and is left for future
work.

Finally, we remark that our basis-sampling algorithm could be made deter-
ministic (at the expense of the public key size) by attaching a 2¢T2-torsion basis
to the public key (for example using an Elligator seed, like dCTIDH [CHMR25]).
Note that basis-sampling is done on public data, and so does not need to be
constant-time.

6 Conclusion

In this work, we introduced CORAL, a restricted group action based on the
ideal class group of Z[n]. CORAL leverages two-dimensional isogenies to achieve
significant performance improvements over CSIDH and (qt-)PEGASIS for group-
action evaluation. As a direct application, we obtained an actively secure post-
quantum NIKE with very small keys and practical performance.

Several directions for future work remain open. On the implementation side,
further optimizations to both the ideal sampling and evaluation subroutines are
possible, and we hope our implementation will serve as a starting point. On
the construction side, CORAL can substitute random group action evaluations
in schemes such as the signature scheme SeaSign [DG19] and oblivious transfer
protocols [LGD21]|. More ambitiously, combining CORAL for commitment gener-
ation with Qlapoti [BCE'25] for the remaining isogeny evaluations would yield
a variant of the linkable ring signature Calamari [BKP20] computed entirely via
two-dimensional isogenies.
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A Sampling in P.: decomposing into sums of two squares

Ideal sampling in CORAL is described in SampleIdeal. It consists of sampling
uniformly random odd integers y until L = 22672 — 4?p is decomposable as a
sum of two squares (and then computing such a decomposition). The perfor-
mance of SampleIdeal therefore crucially depends on an algorithm to efficiently
decompose random odd integers into a sum of two squares.

We recall that an integer L is the sum of two squares z2? + a2 if and only
if primes ¢ = 3 (mod 4) dividing L, divide with even multiplicity. Primes that
are 1 modulo 4 can be efficiently decomposed into the sum of two squares with
PrimeSumOfTwoSquares (Algorithm 2). However, decomposing composite inte-
gers generally requires knowing the prime factorisation of L or knowing a square
root of —1 modulo L.

Choices and optimizations. In order to efficiently solve our norm equation,
we need to consider a tradeoff. More successful (or less partial) factorizations
are more costly, but also allow to decompose a larger proportion of odd inte-
gers L into sums of two squares, thus allowing a lower iteration number for
SampleIdeal. The extreme case of full factorization is not efficient for our pa-
rameter choices. The opposite approach (only attempting to only decompose
primes 1 mod 4) is chosen by [AAAT24|, but also not optimal for our larger
problem inputs. We therefore use trial division by small primes to obtain a (par-
tial) factorization of inputs.

In the following, we describe a technique to reduce the cost of primality
tests on the remainder of the trial divisions, before detailing our trial division
approach and finally combining them to obtain our Sum0f TwoSquares algorithm
in Algorithm 5.

Primality testing. Once a suitable number is found and partially factored by trial
division, the remaining quotient can be tested for primality, if it is 1 (mod 4),
and rejected otherwise. However, as remarked by [BHJT25], the primality test
is unnecessary, since directly attempting to compute a square root of —1 is not
more costly than a single Miller-Rabin iteration, and allows one to immediately
know whether PrimeSum0fTwoSquares has a chance to succeed. Our version of
this, given in Algorithm 3, slightly differs from [BHJ 25|, because we do not aim
for a constant-time execution, but for a low failure probability and efficiency.
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Trial division. Similarly to the first NIST submission of SQIsign [CSD*23], we
use trial division to decompose at least some non-prime odd positive integers L
as sums of two squares by applying PrimeSum0f TwoSquares to each factor with
odd exponent, and combining the results as explained in Sum0fTwoSquares. Un-
like PrimeSum0f TwoSquares, we only compute Euclidean divisions, without any
GCDs. We did not compare the efficiency of the two approaches. An additional
difference to [CSD 23] is that we reject a number only if it has a prime factor
3 (mod 4) with odd exponent. This increases the probability of finding solvable
instances, which is important since our instances are larger than those in SQIsign
and primes therefore more rare.

We give pseudocode for the trial division algorithm in Algorithm 4 and for
our final sum-of-two-squares solution in Algorithm 5.

Algorithm 2 PrimeSum0fTwoSquares (following [MN90])

Input: ¢ prime such that q = 1 (mod 4), u such that u? = —1 (mod q)
Output: z,y such that 22 + 12 = ¢

1: Compute rg, go such that u = gqo + ro > By Euclidean division
2: Compute r1,q; such that ¢ = roq1 + 71 > By Euclidean division
3: while not 7? < ¢ < rZ do

4: L Compute 19, g2 such that ro = r1qs + 12 > By Euclidean division
5: r1,T0 < 72,71

6: T 41

Ty \Jq—1?

8: if 22 +y? = ¢ and y integer then

9: \ return z,y
10: else return |

Algorithm 3 sqrtMinusOne

Input: A positive odd integer n, a list Pgooa of p primes which are 1 (mod 4)
Output: u such that u? = —1 (mod n) otherwise L
1: if n (mod 3) =2 then
2: ‘ g+ —3
3: else
4: found <« False
5: while found = False do
6.
7
8
9

if n is not a square modulo g then
| found < True
if found = False then

L g < next element of Pgooq

10: | L return | > If n is prime this happen with probability < 1/2#
11: u + ¢g" Y4 (mod n)
12: if u?> = —1 (mod n) then return u

13: else return L
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Algorithm 4 TrialDivision

Input: A non-negative odd integer n, a set Pgooq 0f primes which are 1 (mod 4),
a set of primes Ppaq which are 3 (mod 4)
Output: | or N and F factorization such that N times all elements in the
factorization is n
Output: N is coprime to all elements in Pgooq and Ppaq
Output: the exponent of any prime in Py,q is even in factorization

1. F+ | > Used to store factorisation of n by the given primes
2: for ¢ € Ppaq do > Iterating over {’s in ascending order
3: m <+ 0

4: while ¢ | n do

5: C onenflmem+l

6: if m=1 (mod 2) then

7 . return L

8 | F+FU(,m)

9: for £ € Pyooa do
10: m <+ 0
11: while ¢ | n do
12: L n <« n/l
13: m+<m+1
14: | F <« FU({,m)

15: return (n, F)

Algorithm 5 SumOfTwoSquares

Input: A non-negative odd integer n, a set Pgood 0f primes which are 1 (mod 4),
a set of primes Ppaq which are 3 (mod 4)
Output: z,y such that 22 +y? = n or L if n cannot be decomposed in sum of
two squares using Ppaqd and Pgood

F,N «+TrialDivision (n,Pgood;Pbad)
if 7 = 1 then return |
S+ 1,C+1
i < a square root of —1 > i.e. Z[i] are the Gaussian integers
u ¢ sqrtMinusOne(N)
if u = 1 then return L
x,y < PrimeSumOfTwoSquares(N, u)
if (z,y) = L then return L
C <+ x+iy
for ¢,e in F do

S+ Sqle/2]

if e=1 (mod 2) then

L x,y + PrimeSum0fTwoSquares(q)

C+ C(z+1iy)

: C+CS
: return (R(C),3(C)) > Real and imaginary part of C

= = e e e
AR AN ol > i e
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B Two-dimensional isogeny computation

We break down the isogeny computation into several stages: basis sampling, con-
structing the kernel, applying an endomorphism, diagonal isogenies, gluing into
a two-dimensional surface, general two-dimensional steps, and finally a splitting
isogeny (See Fig. 1).

Because the overall chain &: E? — E, x Eg embeds [F,-rational isogenies
between F,-rational elliptic curves on the surface, we are able to perform (the
majority of) the computations over IF,, as in CSIDH and (qt-)PEGASIS.

More precisely, our C implementation only the gluing isogeny and splitting
isogenies are computed over 2. The Sage implementation computes the split-
ting over F,, too. Notably, these are only two steps in an isogeny chain of length
roughly log(p)/2+ A, and so account for relatively little computation. This holds
especially for the splitting, because no kernel points need to be mapped through
it.

Basis sampling. Recall that we are acting on E(Z[(m + 1)/2]), i.e. the set of
supersingular elliptic curves defined over F,, (up to F,-isomorphism) with F-
rational 2-torsion. Curves in E(Z[(w + 1)/2]) have the following group structure

E(F,)[2/| = Z /917, x L /97,

and they may always be put into Montgomery form 32 = 23 + Az? 4 z for some
A € F, [CD20]. The quadratic twist E* : y? = 23— Az?+x of E is isomorphic over
F,2 = F,(i) via the twisting map (=, y) — (—=x,iy) and also represents an element
of £(Z[(m+1)/2]). By sampling points P, Q of order 2¢ < 2/~! on E(F,), E*(F,)
respectively, we obtain a basis P,Q" = 7(Q) of E(F,2)[2¢] whose z-coordinates
are defined over F,,. By performing most computations using exclusively the -
coordinates, a basis of this form would allow us to perform most computation
over Iy,

To sample P, Q, we rely on the algorithm suggested by [DEFT25, Lem. D.2].
This lemma states that a point (z,y) lying on E(F,) has order divisible by 2/~1
if and only if z — x(T_1) is a non-square in Fp; likewise, (z,y) lying on E*(F,)
has order divisible by 2/~ if  + x(T}) is a non-square in F,. Here, T},T_;
are the unique 2-torsion points on E(F,) that respectively do and do not have
a (F,-rational) 4-torsion point above them. Notice that we must only compute
T,,T_; for E, not also E*.

As usual, we find points lying on E, E* by guessing an z-coordinate of the
form x = n+ z(T-1), x = n — z(T1), where n is from a pre-computed set of
non-squares in IF,, and checking whether 23 + Ax? + z is a square. To finally

obtain a basis of the desired order 2¢, we scale the already sampled points by
c2f 1€,

Remark B.1. To compute the gluing isogeny without additional square root com-
putations, one needs the 4-torsion above the kernel. In practice, our implemen-
tation samples a basis of order 2¢*2 to account for this. We have omitted this
detail for clarity of exposition.
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Non-gluing isogenies. Our analysis follows [BCE™25, Sec. 5.2|, adapted to our
case. Recall that a 2"-isogeny ¢: A — B between principally polarized abelian
varieties can be decomposed into a sequence of n 2-isogenies ¢ = ¢, o --- 0 1,
and the kernel of o; o --- 0 ¢; is generated by 2" K. Consequently, the kernel
of ¢; is generated by 2" ¢(¢;_10---0p1)(K) for i > 1 and by 2" 1K for i = 1.

Using a basis P, Q" of E(F,2)[2°] sampled as described in the previous pas-
sage, the kernel of the two-dimensional 2¢-isogeny ¢: E? — E, x E5 is generated
by the points

Pe = (Pep, Pe2) = (qP, (x +ym)(P)) = (¢P, (z +y)P), and
Qr = (Qe1,Qe2) = (4Q", (x +ym)(Q")) = (4Q", (z — »)Q")
on E2%. Indeed 7(P) = P by construction and 7(Q?) = ((—z)?, (iy)?) = (x, —iy) =

—Q* because p = 3 (mod 4). By construction, ¢,y are odd and z is even; and so
P. 1, Pe2,Ql 1, QL 5 individually have order 2¢, hence so do P, QF.

Initial Endomorphisms. The kernel of the first step @1 in the 2-isogeny chain
=P, 0P, 10---0P is given by 2°71P, = 2¢71(P, P),2¢71Q, = 2¢71(Qt, QY),
precisely because ¢, y are odd and x even. Consequently & is given by the matrix
(_11 %), because these maps share the same kernel.

Diagonal Isogenies. By mapping P., Q! through ¢; = (,11 %), we see that the
kernel of the remaining steps is generated by

Pe1 = (P(e71),17P(e71),2) = (s1P, 52P)
Q1 = (Qle—1),15 Qe—1)2) = (1Q", 12Q")

where
s1=q+x+y, s2=zx+y—q, ti=q+r—Yy, ta=x—-Yy—q.

Let vy(n) be the largest positive integer such that 2°2(") divides n. We have
that 1 = min(va(s1), v2(s2)) < max(ve(s1),v2(s2)) (likewise for the ¢;). Indeed,
s1=a+b,so =a—0bwitha =24 y,b=q odd, and so 4 divides exactly one
of s1, s9. Moreover, by further algebraic manipulation on the equality 22(¢—1) —
y%p = q(2° — q), one sees that max(va(s1),v2(s2)) = max(ve(t1), v2(t2)) =: p.

Let us assume in the following that

va(s1) = va(ta) =1 and wa(s2) =wva(t1) = p
so that

Ord(P(efl),l) = Ord(Q(efl),Z) = 26_1
and  ord(Pe-1)2) = ord(Q(e—1),1) = 27"

confirming that P._1, Q! _; generate a mazimally isotropic kernel.
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We know that the kernel of next 1 — 1 steps @, o - -- o @5 is generated by

2(e—1)—(/¢—1)736_1 _ (26—/L81P, 26—/t+1;2(32)(82/21)2(52))]3)
= (26_‘”81P, O)

2(6—1)—(u—1)Q271 _ <2€—M+U2(t1)(t1/2’U2(t1))Qt’QE—MtQQt)
= (0,270

point of order 2¢—(e=#+1) — 926=1 That is to say, the next u — 1 steps are
diagonal isogenies. In particular, because 1 < u, we always have at least one
diagonal isogeny, unlike [BCE" 25|, who could work around this by discarding
some solutions of the norm equation.

Writing ¢p: E — E for the isogeny with kernel 2°7#s; P and pgt: E — E»
for the isogeny with kernel 26~#¢,Q?, we obtain generators for the kernel of the
remaining e — p steps

,Pefu = (Pefu,lypefp,ﬁ) = (@P(slp)vﬁth (S2P))
Qé—u = ( é—u,hQé—M,Q) = (‘pP(tIQt)vat (tQQt)) .

We note that the points P._,, ., Q;%* now all have the same order 2°7#. As

such, the next step cannot be a diagonal isogeny.

Final endomorphisms. Suppose the next step were a (non-diagonal) endomor-
phism &, 1: By X Ey — E; X E. Then it must be a matrix of isomorphisms
Di1: (o1s o2h) with 0450 E; = E;. However, then E; and E; must be iso-
morphic, which can only happen if (2¢67#s; P) = (2¢7#4,Q"), or E;, E5 have an
F,-rational degree-2%* non-scalar endomorphism. The first case cannot happen
because P, Q" are independent. The second case is exponentially rare [LB20].

Working over the base field. It is clear that our basis sampling algorithm is
entirely over F, until we map @ through the twisting map to obtain Q* = 7(Q).
We show that we can defer the twisting map to after we have computed the
diagonal isogenies, to perform more computation over I, and greatly improve
the performance of the two-dimensional isogeny computation step.

Diagonal isogenies. We note that to compute the rational maps of the diagonal
isogeny ¢gt we only need the z-coordinate QY which lies in F,. Indeed, Vélu’s
formulae [Vél71] tell us that the 2-isogeny ¢: B/ — E” with kernel (zg,yo) is
given by

2?2 —xor +t x-— 13
o(x,y) = : 59| -
T — o (z — z0)

To then evaluate pg: on points (z,y) on E*(F,) we can first “z-twist” the point
(—z,y), evaluate @gt ((—z,y)) = (2/,y'), and finally “y-twist” the point to obtain
(@',iy") = ¢t (7((z,y))) without having done any computation over F .
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When implementing higher-dimensional isogenies in the theta model (as is
done in the SQIsign [AAAT24] library we adapted), it is advantageous to work
with elliptic curves in the Montgomery model. Switching to the Weierstrass
model to apply Vélu’s formulae is relatively cheap (a few multiplications), how-
ever returning back from Weierstrass to the Montgomery model before passing
the kernel to the two-dimensional library is quite expensive, requiring a square-
root computation.

In general, given a Weierstrass curve y? = 23 + ax + b, one can find an
isomorphic Montgomery model 5~ 1y? = 23+3a3~ 122 +2 by finding a*+aa+b =
0 and 8% = 3a? + a |CS18, Sec. 2.6]. We note that o must be the z-coordinate
of a 2-torsion point, and to recover a Montgomery model y? = 23 + Az? + z, we
must map through the isomorphism (x,y) — (x,y3~/?). Our implementation
uses the kernel of the gluing isogeny (which is generated by order-2 points) to
recover a, but must still compute the expensive square roots 8 = (3a? + a)'/?
and /2. However, by computing 5/ directly as an exponentiation, instead of
successive square roots, we save roughly half the computation.

We remark that the 2-isogeny formulae in the Montgomery model [Renl§]
explicitly avoid the case in which the kernel contains the point (0,0) — which
our use-case requires. Our implementation currently utilises Vélu’s formulae and
previously described methods. Recent work [RS24] has developed a method for
computing generic 2-isogenies between Kummer lines in the Montgomery model
by studying the action of the theta group. By using the results of their paper,
we have extended their accompanying implementation from working for cyclic
2™-isogenies whose kernel lies above a specific 2-torsion point Ry, to any 2"-
isogeny. However, our extended implementation is still z-only, and we would
have to extend it to a zy-isogeny to map the kernel points of the gluing isogeny
(whose y-coordinates we need). We suspect that this can be done using the
result [Gall8, Th. 9.7.5], and manipulating the explicit formulae.

The gluing isogeny. To lift sign ambiguities when using the level-2 theta model
to glue from the product of Kummer lines into the Kummer surface E;/ +
xEy/+ — A/+, SQlsign’s two-dimensional library [AAA*24] requires both
and y coordinates (i.e. “sign information”). Moreover, to compute the action of
the theta group, it computes translates (i.e. sums of points), and so requires full
Fp2 arithmetic.

Using more symmetric gluing formulae [Dup25,DD26], one can compute glu-
ing isogenies with points on the twist to avoid going into higher field extensions
(i.e. staying over F,). We leave the implementation of these formulae to future
work and note that the performance loss through using IFj2 arithmetic in the
gluing is quite small (= 3%). This is especially true in comparison to SQIsign,
because the isogeny chains we compute are much longer.

General 2d-isogeny steps. After computing the gluing isogeny, and mapping the
previously doubled points through the gluing, the intermediate abelian surfaces
permit an Fj-rational theta model. As such, all general steps can be performed
over [F,,. Both our Sage and C implementation do this.
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Final splitting isogeny. Mapping from the final (non-split) abelian surface A4,, —
FE, X Fg is done by a change of basis computation, and so encompasses only a few
multiplications. A priori, this can also be computed over F,,, but for more direct
compatibility with the SQIsign library, our C implementation also performs this
over 2.

Integrating diagonal isogenies with strategies. The SQIsign [AAAT24]
implementation of two-dimensional isogenies employs strategies [DJP11]. They
are a fundamental tool for efficient evaluation of smooth 2"-isogenies ¢ = ¢, ©

-0 1 from a kernel K = ker(y) description; they turn the naive evaluation
algorithm that is quadratic (in n) to one that is quasilinear by strategically
storing intermediate multiples of the kernel K.

Indeed, consider that to compute the kernel K; of ¢; one must compute
2"~1K | where K = ker(y); and that storing the intermediate value 2" 2K one
obtains the kernel K, of ¢y by a single isogeny evaluation Ko = ¢1(2"2K),
instead of n — 2 doublings of ¢;(K). This idea can be extended to devising
a strategy for the entire isogeny and obtaining a significantly faster evaluation
algorithm.

While computing 26~ #T1P,_1, 267#+1Q,_; to determine the kernel of the di-
agonal isogenies, our implementation also stores the intermediate doubles 2!P,_1,
2°Q._; that the balanced strategy requires. We then mapped these doubles
through the diagonal isogenies and passed them to the two-dimensional library
(modified to accept such an input).

Ultimately, this means that the overhead obtained from the diagonal isogenies
is minimal, with the only significant concrete cost coming from the two square
roots needed to return to the Montgomery model.

Final splitting. Recall that we compute the two-dimensional isogeny @: E x
E — E, x Ez embedding ¢, from a description of the kernel of @. As such,
the isogeny we actually compute ¥ only equals @ up to post-composition with
a (polarised) Fp-isomorphism. In particular, this permits switching the output
curves E, x Eg = FEg X E;. As described by [PR23, Cor. 2.2|, this ambigu-
ity can be lifted mathematically using pairings; however, as described in PE-
GASIS [DEF*25, App. B|, the underlying isogeny evaluation algorithm in the
Theta-model implicitly orders the output in a principled way, allowing us to
consistently choose the first output curve.
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